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EXECUTIVE SUMMARY

This deliverable describes the proposed safety analysis concept and accompanying
methodology to be defined in the SESAME project. Three overarching challenges to the
development of safe and secure mrdthot systems are identified complexity,
intelligence, and autonomg and in each case, weview stateof-the-art techniques

that can be used to address themexqlain howwe intend to integrate them as part of

the keySESAME safetyand security concept, the EDDI

The challenge of complexity is largefddressed by means of compositional model
based safety analysis techniques that can break down the complexity into more
manageable parts. This applies both to s@alenodelling systems hierarchically and
embedding local failure logic at the componkavel 8 and to tasks, where different
safetyrelated tasks (including not just analysis but also requirements allocation and
assurance case generation) can be handled by the same set of models. All of this can be
combined with the existing DDI concept to createdelsd EDDIsd that store all of

the necessary information to support a gamut of ddsigm safety processes.

Against the challenge dhtelligence,we propose a trio of techniques: SafeML and
Uncertainty Wrappers for estimating the confidence of argslassification, which can

be used as a form of reliability measure, and SMILE for explainability purposes. By
enabling us to measure and explain the reliability of ML decision making, we can
integrate ML behaviour as part of a wider system safety medglas one input into a
fault tree or Bayesian network. In addition to providing valuable feedback during
training, testing, and verification, this allows the EDDI to perform runtime safety
monitoring of ML components.

The EDDI itself is therefore our jpnary solution to the twin challenges of autonomy

and openness. Using the ConSert approach as a foundation, EDDIs can be made to
operate cooperatively as part of a distributed system, issuing and receiving guarantees
on the basis of their internal executabafety models to collectively achieve tasks in a
safe and secure manner.

Finally, a simple methodology is defined to show how the relevant techniques can be
applied as part of the EDDI concept throughout the safety development lifecycle.

Pageviii
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System
GHCFT Generalised Hybrid Component UAV Unmanned Aerial Vehicle
Fault Tree
GSN | GoalStructuring Notation uw Uncertainty Wrapper
Hazard Analysis & Risk
HARA |Assessment (or Hazard And Rish XAl Explainable Al
Analysis)
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1.1

INTRODUCTION

OVERVIEW

Invisible to the majority of people, a crucial yet neeeding race is constantly being

run. With every year that passes, society benefits from new devices, new technologies,
and improvedsystems. At the same time, their expectations of those systems become
increasingly stringent even as they become more and more advanced.

One of the most vital expectations is that of safety. Society as a whole is generally more
safetyaware and rislaver® than ever before, both in terms of risk to human life and
risk to the wider environment. And yet to fulfil that expectation and ensure modern
systems remain safe means it is impossible for the field of safety engineering to stand
still: it is forever rang to keep up with new technologies and ewereasing
complexity. Electronics and computeased systems, in particular, pose difficulties for
traditional safety analysis approaches.

To compound the issue further, safetitical system® those whosedilure may cause
harm to people, property, or the environmént are increasingly pervasive as we
incorporate more and more technology into our daily lives. With additional exposure
comes additional risk, and higirofile disasterdike the Fukushima Daiighnuclear
accidentmeans that safety is in the public consciousness, making it a forefront design
consideration and not an afterthought.

To this end, various new safety standards have been introduced in recent years that
impose stricter requirements andirsgent methodologies. Standards like ISO 26262
(for automotive safety), ARP4754° (for the aerospace sector), and IEC 6F508r
general safetyelated systems) define processes in which dependabilityvhich
encompasses not just safety, but relatedaradteristics such as reliability,
maintainability, and security is a key design objective to be considered right through
the design lifecycle, from the initial concept to implementation to deployment and even
during operation. Similar methodologicalstiards also exist in other fields, e.g. the rail
and process industries, and designers of safitigal systems must also take into
account other related standards, like ISO 18§B&yulating exposure of UZ light).

Nor is regulation static; new stamda are regularly introduced to deal with new
technologies and new concerns, such as 1SO 21&#8xtension of ISO 26262 with a
specific focus onfunctional insufficiencies and unsafe nominal behayioar the
increasing focus on regulating unmanned raitcsystems (UAS)as evidenced by
recent EU regulatiofis

However, creating a standard is one thing but knowing how to implement it is quite
another. The introduction of ISO 26262, for example, led to something of a scramble as
automotive companies weiforced to find or create new models, tools, and techniques

t o me et t he standar doés reqgui rements. T

! https://www.iso.org/standard/68383.html

2 https://www.sae.org/standards/content/arp4754a/

3 https://webstore.iec.ch/publication/5515

4 https://www.iso.org/standard/55553.html

5 https://www.iso.org/standard/70939.html

8 hitps://eurlex.europa.eu/legadontent/EN/TXT/?uri=CELEX:32019R094https://eutlex.europa.eu/legal

content/EN/TXT/?uri=CELEX%3A32019R0947
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intensive, largely manual processes and as such are insufficient to handle the demands
of assessing modern safatytical systems, which may be orders of magnitude more
complex than those they were intended
computer software, for example, consisted of around 400,000 lines of; doge
contrast, the Boeing 787 avionics consis® million lines of code and even a modern
passenger car may have upwards of 20 million in its navigation system®. alone
Techniques that were applicable to the design of something even as complex as the
Space Shuttle in the 198Ds are simply not equied to deal with much more
widespread technologies of the 2020s.

To address this, efforts in the field of safety engineering have focused on introducing
new computerided tools and new, more holistic approaches. In particoiadek

based safety analysi®or MBSA [1] is an attempt to address the problem of keeping
dependability data in sync with an evolving design concept by sharing a common set of
models. System models are extended with safdfted information such as faiku

data, and as the design model gets updated, so does the safety model. These models can
then be subjected to common analysis techniques-aatmmnatically, making it
possible to repeat the analysis as many times as necessary rather than relying on a
sinde, intensived and often largely manué@ analysis at the end, when it is too late

to make any significant changes to the design in response to any problems identified. In
this way, MBSA allows dependability to be considered as part of an iterative proces
throughout the design lifecycle.

But even MBSA is not immune to the march of time and technology. Modern systems
are increasingly dynamic, complex, and distributed. Artificial intelligence @Al)
particularly machine learning (ML9 plays an evemore mportant role. Entirely new
fields, like UAS or seHdriving vehicles, present both practical, regulatory, and even
ethical questions.

And safety engineering approaches like MBSA must continue to evolve to keep pace.

1.2 SESAME CONTEXT & KEY CHALLENGES

The context introduced by the SESAME projéctwith its emphasis on muitobot
systems (MRS)d highlights several of the major challenges of modern safety
engineering. While robots are not a new invention in themselves, the way they operate
in increasingy interconnected, adaptive, and-édiven ways poses distinct difficulties
when carrying out a comprehensive safety analysis. Conversely;likiASwultirotor
dronesare a relatively new invention, and sufficiently different from manned aerial
systems to deand a novel approaah especially when multiple units are operating
together as part of a cohesive whole.

One of the most perplexing difficulties facing safety engineers is the fact that only a
portion of such systems is known at design time. When amnsysé® learn and adapt
during its operational lifetime, or when a system adapts its behaviour dynamically (and
autonomously) at runtime in response to its environment or to cooperate with other
systems, a simple, static, desigme analysis is no longer igcient by itself. In
addition, such systems need to understand the environmental context in a more

" https://www.nasa.gov/mission pages/shuttle/flyout/flyfeature shuttlecomputers.htmi
8 https:/bpectrum.ieee.org/thisarrunson-code
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sophisticated way to come to safe and efficient adaptation decisions. That extends the
required scope of the safety analysis beyond simple internal fahogagation to
include interaction between the system and its environment, particularly in the case of
safety issues that originate from the dynamic environment rather than the system itself.

These challenges can be broadly separated into three maioresgeg
1 Complexity of dynamic systemim a dynamic environment
1 Intelligence of systems driven by Al & machine learning
1 Autonomy and unpredictability of open & distributed systems

One of the goals of the SESAME project is to develop a concept, methodahagy, a
supporting tools to address these challenges. Central to this aim is the idea of an
Executable Digital Dependability Identity (EDDI), which is synthesised as part of a
designtime analysis but which operates alongside the host system at runtime tormonit
and respond to potential failures in real time.

This deliverable will describe each challenge, the state of the art in each case, and how
the proposed approach in SESAME aims to address th&ections 24. The various
concepts and techniques are lgloutogether to form an overarching methodology in
Section 5 and inSection 6 we present our concluding remarks and discuss the work
ahead.
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2. THE CHALLENGE OF COMPLEXITY

2.1 DEFINING THE PROBLEM

While few would argue with the claim that modesafetycritical systems are more
complex than ever, complexity comes in many forms. A system may be complex due to
sheer scal® either physically, or when it includes a large amount of software (or
both). Alternatively, a system may be complex due taytsamic behaviour: a system

with different behaviour in many different states can be challenging even if its scale is
relatively modest. And as will be discussed later, a system may also be complex due to
Al-driven operation, a distributed nature, or adtph at runtime.

This section will address the first two specifically: complexity of scale and complexity
of state.

2.1.1 Definitions and general safety engineering approaches
Before delving deeper into the discussion, it is useful to define some common terms:

1 Safetyis the property of a system to avoid causing harm to people, property, or
the environment. Aafety-critical systemis therefore one that has potential to
cause harm if it fails. Note that safety is seldom absolute; it is unlikely for a
system to eer be 100% safe.

9 Distinct from safety,reliability is the property of a system to continue
functioning as intended under stated conditions over a given period. An
unreliable system is not necessarily unsafe as long as its failure poses no danger
to people property, or the environment.

1 Dependability is an umbrella term encompassing safety, reliability, and related
characteristics, including availability, maintainability, and security. In this report
it primarily implies safety and reliability together.

1 Risk describes the possibility of an adverse event, including one that has
consequences for safety. In safety engineering, risk is typically defined as a
combination of theseverity of the consequences and thikelihood (i.e.,
probability) of the event occrng. Again, zero risk is typically impractical,
instead the target is often to achie
pr act [R2ldoa ALARPOthough other comparable acronyms also exist).

1 A hazardis a conditionsituation, or possible event that leads to an undesirable
outcome. In a safetgritical context, a hazard is typically a potential source of
harm caused by a failure or similar occurrence.

1 Faults, failures, anderrors are all related terms treated slightlifferently by
different sources. In general,fault is an abnormal condition that can lead a
system or component fail, i.e., to stop functioning correctly. #f&ilure mode
is one possible manifestation of the way a system element can fail (and for the
purposes of this report is synonymous witfadure). An error is typically a
deviation between an intended value or condition and the actual value or
condition. In summary, a fault causes a failure which leads to an error.

Paged Version 10 23 December 2021
Confidentiality: Public Distribution



+ SESAME

D4.1 Safety Analysis ConcephdMethodology for EDDIdevelopment

T

T

A safety goalis a highlevel requirement intended to address the risk of one or
more hazards (whether by avoiding it, reducing the likelihood, or mitigating the
effects). They may be decomposed into loVesel safety requirementsacross
system elements, which collectively must bes$iad to achieve the safety goal.

A safety integrity level or SIL is essentially a ranking of the stringency of a
safety requirement. Different standards define different forms of SIL: in 1ISO
26262, they are known as ASILs and are ranked from A (leas) $tr D (most
strict); in ARP 4754, they are known as DALs and range from A (most strict) to
E (least). IEC 61508 and CENELEC 50126 define SILs from 1 (least strict) to 4
(most strict). A SIL may be derived largely from probability (as in IEC 61508)
or may involve other attributes, like severity and controllability (e.g. ASILS).

These terms all occur as part of the various safety engineering methodologies defined in
various standards. While different standards can vary in the details, the overall process
of modern safety engineering is typically as follows:

1.

An initial hazard and risk assessment (HARA)s carried out on the system
design. This is meant to identify the various potential hazards of the system and
to assess the risk each poses.

On the basis othe risk analysis, higlevel safety requirements are defined.
Often these are linked directly to the hazards, as with safety goals, such that all
hazards are addressed in some fashion.

As the design evolves into greater levels of detail, these-leigh safety
requirements are decomposed in parallel in adimpn, hierarchical manner. In

this way, subcomponents of the system responsible for meeting overall safety
goals are identified and the traceability of safety requirements is maintained
across all leels of the system.

To identify design flaws and verify whether the safety requirements are being
met, dependability analyses are performed. These analyses can be inductive
starting from individual component failures and determining the consequences
0 or deductive, starting with higlevel hazards and working backwards to
identify possible causes. Typically, these analyses also include a probabilistic
component, but early on in the design, purely qualitative analyses may be
carried out.

As part of implemetation, a variety of tests are performed, e.g. integration tests
or others depending on the stage. Again, this helps verify that requirements have
been met and forms part of overall system validation.

If requirements are not met, a new iteration of thagieis begun, repeating the
steps 85 as necessary.

Although not strictly part of the design process per se, once complete, system
maintenance is often required as part of safe operation. Maintainability is often a
component of dependabiliyriven design however, and as such efficient
maintenance may be a design objective.
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2.1.2

2121

2.1.2.2

Classical safety analysis techniques

As mentioned in the introduction, safety analysis has historically been a largely manual
process requiring intensive effort, a high degree of éxXg®mwledge, and consequently

a steep cost. In the past, this meant that a safety analysis was typically too expensive to
carry out repeatedly, and it was often employed near the end of the design as a kind of
acceptance test rather than being integrategaat of an iterative process. Even so,
many of the original concepts pioneered back in the -Bis0are still relevant today,

and evolutions of classical techniques like Failure Modes & Effects Analysis (FMEA)
and Fault Tree Analysis (FTA) remain importacomponents of modern safety
engineering.

As with modern techniques, many classical approaches are based on a form of
probabilistic risk assessmentor PRA. A PRA is a systematic approach to identify
hazards and evaluate risk and as such is essentitgiynaof HARA. It involves three

main aspects:

1. Identifying possible hazards afallures
2. Assessing the severity of thasazards
3. Estimating the probability or frequency of the failures causing the hazards.

HAZOP

Various classical analysis techniques etasfulfil each aspect. For example, HAZOP
(hazard and operability study) may be performed to identify and classify hd3hrds
HAZOP was developed in the 1960s in the chemical industry but spread to other similar
safetycritical industries. Traditionally, it involves a team of suitable experts with the
necessary domairand systenspecific knowledge who then follow a guided process to
identify design deviations, possible causes, and likely consequences, aloagtieris
necessary to safeguard against them. However, HAZOP is a very manual process that
relies heavily on the expertise and experience of its participants; furthermore, while it
does have formal elements, it is often based on an informal understanthegsabject
system rather than a formal model, and the findings rapidly become out of date if the
system design evolves.

FMEA

Alternatively, or in addition, afrMEA (Failure Modes & Effects Analysis) may be
performed. The goal of an FMEA is to review tt@nponents of a system, identifying

the potential failures of each one and then assessing the potential effects of those
failures. Dating back to the late 194@$, it is one of the first structured safety analysis
techniqus. Like HAZOP, however, an FMEA is traditionally a manual process
conducted by human experts, who follow a systematic inductive process on the basis of
informal system knowledgis]. While it can be effective in establishitiie risk posed

by low-level failuresd based on severity, probability, and detectabidtyit has a
number of drawbacks. Foremost amongst these is the inability to consider the effects of
combinations of failure modes, which would rapidly spiral out otrobif even pairs of
failures are considered, let alone other combinations.
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Tablel - Example FMEA table
Item Failure Effect Potential Sev. | Prob. | Det. | RPN Action
Mode Causes
Smoke Does not Failure to | Sensor 8 3 6 144 | Replace detectors on g
detector | detect detect fire | malfunction regular basis
smoke
Battery failure 7 3 168 | Ensure regular battery
testing
Heat Does not Failure to | Sensor 8 3 4 96 | Replace detectors on g
sensor detect heat | detect fire | malfunction regularbasis
Gremlins 1 8 64 | Do not feedViogwai
after midnight
Sprinkler | No water Failure to | Water supply 6 3 4 72 | Add local water storagg
extinguish | disruption for emergency use
fire
Nozzle Failure to | Dust/debris 6 2 5 60 | Ensure nozzles are
blockage extinguish | infiltration cleaned regularly
fire
Alarm No sound | Failure to | Speaker 7 2 7 98 | Test alarm periodically
warn of malfunction
fire
Even so, FMEA remains an important and useful technique in certain scemarios.
particular when carried out effectively it excels in enumerating possibleldoal root
causes. In modern usage, it is often extended to incorporate additional considerations,
e.g. as in FMECA (Failure Modes, Effects, & Criticality Analysis) or FMEDA (Failure
Modes, Effects, and Diagnostic Analysis).
2.1.2.3 Fault Tree Analysis

Fault Tree Analysis OFTA [6] is the other major classical safety analysis technique. It
was pioneered at Bell Labs in the 1960s for the purposes of evaluatirapimiteental

ballistic missile systems but has since been used across just about every safety and
reliability engineering domain. It rose to particular prominence after its use in analysing
the causes of the Challenger shuttle disaster.

Unlike FMEA, FTA isa deductive, toglown process. It begins withe identification

of a particular hazard or undesirable event to be analysed, and then works backwards to
identify the root causes stdyy-step. Since each intermediate event can have multiple
possible causesvhether singly or in combination, a tree of Boolean logic is formed
from AND and OR gate.g. sed-igurel). This lends itself well to hierarchical system
structuresas well as analysis of failure propagation through a chain of system
components. By assigning probabilities and other attributes to the root causes dt the lea
nodes of the tree, calculations can be performed to obtain overall probabilities (amongst
otherthings) for the top event of the tree, i.e., the hazard being analysed.
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Failure of fire
protection
System

PROTECTION FAIL

Fire detection Fire
system fails suppression
system fails

DETECTIOM FAIL SUPPRESS FAIL

Failure of Failure of heat Mo water to sprinkler
smoke detector detection sprinkler nozzles
sensor system blocked

NI NI NI SN

|SMOKE FaIL | | HEATFAIL | | PUMP FAIL | [NOZZLE FAIL |

Figurel - Example fault tree

As with HAZOP and FMEA, FTA is traditionally a manual process. While software
tool support exists and the probabilistic cédtions can be automated, creating the fault
tree itself is often still a manual process relying on the expertise and informal
knowledge of the analysts involved. While it is very effective at investigating the root
causes of particular evends and unlikeFMEA, is capable of assessing the effects of
combinations of failure® it is less effective at capturing all possible failures, relying
instead on a suitably exhaustive hazard analysis to identify the initialdvghevents

to investigate.

2.1.2.4 Dynamic sate-based analysis

As with FMEA, variations of FTA have been proposed over the years to address
shortcomings. One major subset of evolved FTA techniques is meant to address the
limitations of purely Boolean logic when analysing dynamic systems; of thesendst
prominent is the Dynamic Fault Tree (DFT) appro@th which extends FTA with
additional types of gates to model functional dependencies and sequences of events.
Other related approaches exist, such as Pafi@loaamd Temporal Fault Tre¢3].

Dynamic systems can also be modelled with other netlvaged modelling techniques.
State machines and Markov models are common (and the latter are sometimes used t
evaluate probability for DFTs), while Petri Nets and Bayesian networks are also
increasingly used.
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Statemachines are perhaps the most popular representations of dynamic behavioural
models. Although there are many different versions and languages {@lg. DL,
Statecharts), almost all share the same core elements:

1 A state, representing a persistogndition

1 Transitions between them (typically with triggers labelled), indicating events
that can cause a changestate

1 Usually, an indication of thstarting state.

Power
failure

Running on
mains power

Power surge
leading to bt
tery failure

v

Mains

Battery &-
power failure y

hausted

Mains lost:
running on
batterv

Figure2 - A simple example state machine

Many state machines are purely visual diagrgmg. Figure 2). However, various
similar models incorporate additional information ®&mable more sophisticated
analyses. One of the most common examples are Markov chains, which assign each
transition a probability:

0.3 0.4
— > » N
@) (e ) (9
& B,
0.6 0.5

Figure3 - Example Markov model

In general, a Markov chain adds probabilities to the transitions of a state machine (e.g.
seeFigure 3). As with state machines, Markov modelsme in many different forms,
though the most common type found in the dependability domain are contitimeus
Markov chains (CTMCs), which model stochastic processes using continuous time. The
state changes according to an exponential random variabieh(efiectively models

the passage of time) and the new state is decided according to the probabilistic weights
of the transitions, typically described by a table known as a stochastic matrix.

Petri nets are another form of dynamic model that can be asdekstribe statbased
systems. As with state machines, there are two main elements: places, represented as
circles, and transitions, which are rectangles. The major difference is that Petri nets also
havetokens which reside in places. A transition islpravailable if all of its inputs

contain at least one token. Stochastic Petri nets are the most common form found in
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dependability, in which the transitions fire after a probabilistic delay according to a
random variable, similar to a continuetime Markov chain.

Finally, Bayesian networks also have two main elements (nodes and edges) which can
be used to represent states and transitions. Unlike Markov chains and stochastic Petri
nets, in which the probability of the next state is mentesg and indepelent of any

prior states, a Bayesian network operates on conditional probability and each edge
indicates a conditional dependency. Conditional probability functions determine the
status of each node given the status of the other nodes on which it isetepé&nte of

the advantages of Bayesian networks over similar approaches like Markov chains is that
they are capable of inference and can satisfy probabilistic queries, e.g. inferring the
knowledge about an unobservable node based on the status of tisetlotheran be
observed.

P(A=T) | P(A=F) P(B=T) | P(B=F)
0.7 0.3 0.6 0.4
0.8 0.2
A | B | pc=Tiag) | Pic=FIAB)
T T 0.6 0.4
T | F 0.3 0.7
c | o | pe=tico) | p(e=Fic,p) FLT 08 0-2
- T 0.9 01 F F 0.01 0.99
T F 0.2 0.8
F T 0.7 0.3
Flof 0.05 0.95

2.2

Figure4 - Example Bayesian Network (frofid0])

A general drawback to all of these is the issue of sjaéee explosion when applied to
complex systems with lots of stateseawelatively modest systems can soon surpass
the scope of human analysts, and even computer software can struggle to evaluate large
Markov models or Bayesian networks.

In any case, dynamic or not, the key commonaditall of these approaches is thagyth

are primarily manual and rely on the informal system knowledge of the human analysts.
If that knowledge is faulty, or if the design of the system changes, then the resulting
analysis can be faulty in turn.

STATE OF THE ART: M ODEL-BASED SAFETY ANALYSIS

Traditional safety analysis methods are vesitablished and can yield a great deal of
valuable knowledge about the safety and reliability of a system, but as mentioned, their
relatively informal, aehoc, and manual nature limits their effectiveness whetieapto
increasingly complex modern systems. Safety knowledge is separate from knowledge
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about the system structure, which can result in discrepancies and means it quickly
grows out of date; manual processes tend to be more error prone and expensive; and
reuse of the information gained can be problematic, especially as part of an iterative
design process.

Modelbased safety analysis, BIBSA, has been one of the primary responses to these
difficulties. Reflecting the move in engineering towards compaitbed, modebased
development, MBSA formalises the various classical techniques by explicitly linking
knowledge about the safety and reliability of the system to system design models,
whether architectural, behavioural, or both. Ideally, both system anendimlity
engineering processes share a common model or set of models, meaning all the
information about the system is centralised in one place. The resulting models are more
formalised and lend themselves much more easily to reuse, analysis, and aatomati
improving the quality of the dependability analysis pro¢éks

The benefits are manifold. Centralising knowledge within models helps with
coordination anccommunication becaudbere is a single source of information abou

the system. Standardised models also help to foster reuse and compatibility of exchange
between multiple stakeholders. They also aid in the design process itself by facilitating
iterative modifications, with hierarchical structures making it possibldiftarent parts

of the system to be worked on simultaneously while preserving the integrity of the
overall architecture.

The advantages posed by medealen engineering help explain the rise of modelling
languages and architecture description languagiesg) including, amongst others:

T SysML®, a generapurpose architectural modelling language based on UML;

f AADL' an ADL originally developed for aerospace applications but applicable
for modelling any software/hardware architecture of embedded;timeal
systems;

T AUTOSARY, created by a consortium of automotive companies for
standardising modelling of embedded automotive software applications;

1 EAST-ADL', an ADL intended for automotive applications and compatible
with AUTOSAR, in effect forming a superset padble of modelling wider
automotive systems architecture throughout the design process.

1 The ODE?® (Open Dependability Exchange) metamodel, developed during the
DEIS project to support MBSA of cyb@hysical systems via the creation of
Digital Dependability Identities.

In some of these, some degree of dependability information can be included dagctly
i n AADLOGs [&lior PAST-AaDnLndesx e r [12))r In athers, delpendability
information can be stored in other models linked with traceability elements to ensure

https://sysml.org/
https://aadl.info

1 https://www.autosar.org/

12 hitps://easadl.info/

13 https://github.com/DEISrojectEU/ODEV2
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that dePendencies armaaintained. Alternatively, model transformation tools such as
ATLAS™ or Eclipse Epsiloft can be used to translate between systems engineering and
dependability modelfL3].

Modelling is just one component of MBSA, however; medalone are insufficient
without accompanying analysis techniques. Meduded analysis offers many
advantages over dtbc traditional approaches, particularly in terms of automation of
synthesis (i.e., automatic generation of analyses from dependatldgls) and in the
usefulness of the results (since problems identified can be linked to specific, originating
elements of the system model).

Two general paradigms of MBSA analysis techniques have emerged: compositional
safety analysis approaches and b&haal simulation approach¢$4]. These will both

be described below, along with other related techniques such as safety requirement
allocation and generation of safety argumentation.

2.2.1 Compositional safety analysis approaches

Compositional safety analysis approaches are generally deductive in nature, generating
analysis results by working backwards from system failures to determine root causes,
and construct their failure models using a process of hierarchical composition. These
models are then typically evaluated with variations on established analysis techniques
like FTA.

For the most part, compositional approaches are so named because they compose a
systemwide failure propagation model from smaller compodewmel failure
degriptions. These localised failure descriptions may be static (e.g. fault trees) or
dynamic (e.g. state machines, Markov chains), but connect together to form the overall
model of system failure behaviour.

The key difference with respect to behaviouralrapphes lies in the form of analysis
used. Behavioural approaches make use of formal verification methods like- model
checkers to simulate the occurrence and effects of failures with a high level of detail.
Compositional approaches require less detail andat rely on simulation or model
checking, making them better suited for use earlier in the development process, e.g.
when only functional information is available and detailed decisions about timing
constraints etdhave yet to be made.

Examples of commitional MBSA approaches include Failure Propagation &
Transformation Calculus (FPTC), Stdigent Fault Trees, Component Fault Trees, and
HiP-HOPS.

2.2.1.1 Failure Propagation & Transformation Calculus

Failure Propagation & Transformation Calculus (FPTC) alloveslular, compositional
representation and analysis of both hardware and software components. In common
with most compositional MBSA techniques, the intentiotbishow how systerevel

failure behaviour can be derived from comporertl behaviour. FPT@ccomplishes

this by allowing an analyst to annotate components in a model of the system

14 https://www.eclipse.org/atl/
15 https://www.eclipse.org/epsilon/
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architecture with modular failure expressions that describe how each component can
fail.

FPTC is intended foremost for the réiahe safetycritical software domainso the
primary element of FPTC is a statically schedulable code unit, modelling a single
sequential thread of control. Code units are connected via software communications
protocols such as handshakes, buffers, and prodseatth modelled separately. The
software architecture itself is statically determined, i.e., everything is known to the
designers and assumed to exist on initialisation, with no dynamic creation or destruction
during operation. Allocation of software units to the underlying hardwaret&vaork
architecture is also taken into account, thereby making it possible to model e.g. the
effects of a damaged processor on the software it is executing.

The system architecture is represented using a-Ree Network (RTN) style
notation. Essentiallyan RTN is a graph consisting of nodes and arcs, where nodes
represent hardware or schedulable code units while arcs are the communications
between them, with the label being the type of protocol (e.g. blockingblocking

etc). RTN models can be hierhical and can define code units as state machines, as
well as allow automatic code generation.

decision
calculator controller
| sensar —1—»@—1—»@—]—0 actuator )
data ™ data action
— : -

mode events
rrade
controller

destructive non-destructive

read (blocking) read (non-hlocking)

hon-destructive iL’ 4’_’

witite (blocking) channel constant

destructive write ;L—p 4]—;

{nan-blacking) signal pool

Figure5 - Example RTN graph (frofi5])

The FPTC process proposes a HAZQe system of guidewordévhich can be

tailored to the specific system or domain) and an inductive, FHd&flie approach to
studying each individual component. Each unit is considered in turn, with analysts
determining how it originates failures or behaves in response to potaptiaifailures

of di fferent types, e. g. timing failures
behaviour is also part of the set of possible failure types (i.e., a lack of failure), which
allows absorption of an input failure where appropriatg, i@ the case of components
capable of error correction. I n general,
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(1 .e.., failures ar e transmitted from 1in
failure type is transformed from one type to amottiuring the course of propagation).

A functional patterrbased notation is used to represent this behaviour. For example:

omission A late

means that a component transforms an inp
failure of type Al ateo.

early A *
The * symbol i ndicates Aino failureo (i
indicates that th component I's capabl e
with no effect on output behaviour. Combinations of values can be handled with tuple
e.g.:

late A (value, late)
Wildcards can be used to represent arbitrary inputs(@wgssion, ) means an

omission failure at the first input and any other type of faifurencluding no failured
at the second input.

Both components and the conneo8 between them are annotated with as many of
these expressions (known as fAcl auseso)
response to all the different types of failure. Connections are included since the
protocols involved may also be capable ofimating or modifying the propagation of
failures.

The resulting annotated RTN model then effectively becomes a-presing network,

in which tokens represent failures and are passed from one node to another (potentially
being transformed or destroyatbng the way). An FPTC analysis therefore functions

as a kind of simplified simulation, in which all of the clauses for each component are
Afexecutedo and any resulting output fai
triggering other clauses in contiég components. The process terminates once no new
output failures are generated and all relevant clauses have been considered.

Because FPTC makes use of an existing software design model (RTN), both nominal
and dependability information about the systisntentralised in a single model. This
makes it easy to adapt to changes to the design: when new components are added, they
merely need to be annotated and the analysigiréo see the impact of the changes.

Like FMEA, however, FPTC is an inductive prgsghat works best when analysing the
effects of i ndividual f adruh for every originatieg f S |
clause of every component in order to achieve coverage, and even then this does not
take into account the potential for combinatiarfsfailures. Cases where a critical
system failure occurs as a result of two or more component failures occurring in
conjunction can easily be missed.
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2.2.1.2 Component Fault Trees

Component Fault Trees (CFTs) are an MBSA approach that aims to introduce
hierarchcal decomposition to fault trees by integrating them within the hierarchy of the
system architecturd 6], [17]. In effect, each component of the system is represented by
its own extended fauttee (i.e., an eponymous Component Fault Tree). Overall system
failure logic is obtained by connecting these component fault trees via ports, which
represent the interface of a component. CFTs are still recognisably fault trees and can
thus be analysed vitstandard FTA algorithms.

One of the primary motivations behind CFTs is the concept of reuse: rather than create
an entire system architecture and accompanying dependability model from scratch for
each new design, a library of componeds each stored wit their associated
dependability information (i.e., their component fault tresgan be made available,

and relevant components can simply be imported. There are many advantages to such
an approach; most obviously, this reduces effort, since a compomnignheeds to be
modelled once and any subsequent designs that use that component can simply import
it. Different components can also be worked on separately and simultaneously. This
form of reuse also potentially cuts down on modelling errors (assumiagimodelled
correctly in the first place) and also allows future designers to make use of the
components without necessarily possessing expert knowledge of those components
though it could be argued that this is not always a good thing.

The decompositinal approach offered by CFTs also lends itself well to an iterative,
top-down development process in which an initial, more abstractiet@ model is
created first and then progressively evolved as the design matures by adding new
hierarchical levels ith more detail. This is the approach taken by EA®IL, for
instance, with its initial feature and functional layers giving way to more detailed,
lower-level hardware layers.
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Figure6 - Example CFT (frofi6])

The fact that the fault trees are compor@ded means that branches may be shared, as

in the figure above, acting as a common cause for multiple components. In this sense,
CFTs are technically directed acyclic graphs, called Cause Effech&bghe authors.

Unlike normal fault trees, multiple tepvel system failures are also possible; in effect,
the CFTs form a fAforesto of classical f a
across multiple trees with different outputs.

Although tis may require some adjustment, in most cases it is still possible to represent
the graph for a given system failure with a Boolean formula and thus evaluate it using
traditional FTA algorithms, though in practice this means exporting the CFTs to a
suitable FTA tool, thus potentially losing some of the traceability between the analysis
results and the originating model.

Equally, however, the similarity between CFTs and classical fault trees mean CFT also
inherits most of their disadvantages, particulamlyerms of expressivity and ability to
handle dynamic or temporal scenarios. Perhaps for this reason, various attempts have
been made to extend or adapt CFTs with new functionalities, such as Generalized
Hybrid Component Fault Trees or State/Event Fardes, both discussed below.

2.2.1.3 Generalized Hybrid Component Fault Trees

Generalized Hybrid Component Fault Trees (GHCFTs) are an evolution of CFTs
intended to incorporate new features to enable the modelling of temporal er state
dependent behavio(it8]. The idea is to combine the best features of fault trees, which
excel at modelling combinatorial failures, and Markov chains, which can handle
stochastic statbased analysis, to produce an integrated solution: GHCFTSs.
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As with CFTs the key principle is compositionality. But where CFTs made use of
compositional componetitased fault trees, GHCFTs introduce Component Markov
Chain (CMC) elements to fulfil a similar role. CMCs are intended to be modular,
compositional, and reusable,dawhen used in combination with normal CFTs, both

combinatorial and sequential/stdtased failure behaviour can be modelled within the

system architecture.

> |, i >l &3

(i} CMcs cils
C1 Cs Cs

Figure7 - Example GHCFT (frofh8])

The adiantage here is that static, Adpnamic components can be modelled using
simple CFTs, while the more complex dynamic components can make use of CMCs.
This helps limit the scope of the stdtased modelling required and to a degree
therefore helps to coritathe statespace explosion problem. Since CMCs and CFTs are
bound within their parent components and largely isolated from each other, they interact
through the ports that comprise the component interfaces: failures propagate from the
output of one compwent and are received at the input of the next with no need for
knowledge of whether they originate in a CFT or a CMC.

Both qualitative (logical) and quantitative (probabilistic) analysis of GHCFTs is
possible. In the former case, CMCs are converted iRfbs@s follows:

1 Every transition between two states is converted to a basic event.

1 If the transition is connected to an input failure, then an OR gate is created and
all input failure modes become children of the gate.

1 For each output failure mode of theMiIC, every path leading from the initial
state to an error state connected with the output is enumerated and all transition
derived events encountered along the way are collected under an AND gate. If
multiple paths exist, each becomes an AND gate andealfied into a topevel
OR gate.

This algorithm effectively flattens a CMC into a static fault tree, enabling it to be
readily combined with existing CFTs and analysed using traditional FTA algorithms.
The downside is that all dynamic information is lasttihe process, and as such the
gualitative analysis results are purely combinatorial, which can be misleading in some
cases.

The quantitative analysis, on the other hand, typically employs a numerical integration
scheme with stepize control for the CMC$HCFTSs restrict themselves to Continuous
Time Markov Chains (CTMCs) with constant transition rates; in most cases this is
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sufficient, but does mean that cases with more exotic failure distributions (e.qg.
Binomial, Poisson, Weibull, or other variable fadulistributions) are incompatible.

One important drawback is that common cause failures arising from repeated events
(i.e., events that appear more than once in a fault tree) are incompatible with Markov
based analysis of the CMCs; unfortunately, thisveots one of the advantages of CFTs
(natural handling of common causes) into a disadvantage. Furthermore, in common with
other statdbased approaches, the stgpace explosion problem can become an issue
for larger models with many states, although thepasitional nature helps keep them
contained such that individual CMCs in theory can be analysed separately.

2.2.1.4 State/Event Fault Trees

The State/Event based Fault Tree (or SEFT) is an attempt to remedy one of the major
drawbacks of classical FTA: its inability to model dynamic scenarios in which specific
sequences of events or state transitions can cause failures. SEFTs are intended to
overcome this limitation by introducing new capabilities for representing states and
more complex types of event$9], [20]. In this sense, they are an evolution of the
Component Fault Tree approasdscribed above.

SEFTs allow direct modelling of states and transitions on-@geponent basis. States

are interpreted as conditions that prevail for a given period of time; events by contrast
are defined as being instantaneous and may trigger statgeshahhis means that
dynamic system failure behaviour can be modelled directly, without resorting to the use
of separate types of models (e.g. an architecture model and a behavioural model) or
relying solely on static dependability models.

In SEFTSs, evestoccur in one of three ways:
1 they may be triggered by other events;
1 they occur after a deterministic delay;

1 or they occur after an exponentialtlistributed probabilistic delay, beginning
when the preceding state is entered.

There is a distinction betweem eventand itsoccurrence the former represents a class
of events that can occur at different times, while the latter indicates a specific
occurrence of an event at a given time.

As in FTA, gates act as junctions and allow different operators to tiedpp multiple
inputs, meaning the effects of combinations of failures is also modelled. Unlike
traditional FTA, however, the gates are not limited to purely Boolean operators. A
distinction is also made between purely causal relations and temporahsaque
relations; the former apply to events while the latter to states.
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Figure8 - SEFhotation (from [19])

Each component has its own state (and thus can only be in one state at any given time).
As with the other compositional approaches, they also allow decomposition: each
system or component can be decomposed into subcomponents, each in turn with their
own satetransition mechanisms. Interfaces of components are defined via ports, which
are typed according to input/output and whether they are state ports or event ports.

Probabilities can be assigned to states as well as events, indicating the likelihood of a
given state being the active state for that component. Gates can also apply to states, thus
enabling the modelling of scenarios where e.g. two components must be in given states
in order for some other event to occur.

In addition to basic Boolean AND an®R operators, more complicated timing
scenarios are handled with a variety of dynamic and temporal operators. Delay Gates,
for instance, can be used to model deterministic or probabilistic delays between events.
History-AND gates check whether an event lpasviously occurred, while Priority

AND gates check which order a set of events occurred. Duration gates can be used to
test whether a state has been active for a given duration.

Given the breadth of its modelling entities, SEFTs effectively act as aokisgperset
of both fault trees, state machines, and Markov chains, capable of combining them all
and integrating them into a representation of the system architecture.
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While the process of creating a SEFT model is primarily compedresed, where the
behaviour of each component is considered in turn, SEFTs are not an inductive
technique. Unlike FPTC, SEFTs are intended to function in a deductivelik&A
fashion, where systeihevel failures are traced back through the system from one
component to the néxThis ensures that failures with combinations (or sequences) of
causes can be handled correctly. The inclusion of states also means that more complex
scenarios and triggering conditions are modelled, e.g. in terms of considering what state
a component &t be in for a given event to occur.

Analysis of SEFTSs is typically achieved via conversion to Deterministic Stochastic Petri
Nets (DPSNs), which are an extension to general Stochastic Petri Nets with added
functionality for modelling deterministic delg@l]. The DSPNs are then evaluated
separately, e.g. via the TimeNET t¢2R]. Conversion from SEFT to DSPN is achieved
using the ESSaRel (Embedded Systems Safety and Reliability Analyser) todi, whic
sadly now appears to be defunct.

The separation between the model and the DSPN analysis tool is not ideal, since some
of the traceability between the model and the analysis results is lost and troubleshooting
errors is made more problematic. And as withst statédbased approaches, the state

space explosion problem can be an issue for larger models with many states. While
SEFTSs offer compositionality and the states arecpemponent, when converted to the
resulting DSPNs, these nuances are lost astltkanb get s Af |l att ened:«
tradeoff between the wide range of capabilities SEFTs offer and the limitations in the
analysis support available.

2.2.1.5 HiP-HOPS

HIP-HOP S, or AHierarchically Performed Haz:
it its full title, is a comprehensive modeased safety analysis methodology with a tool

of the same name. Originally developed in the late 1828)s it has been the focus of
continuous development over the ensuing 20+ years airdtiés foundation has since

played host to a wide range of advancements and additional functiorfa’{ig25].

Like CFTs and SEFTs, HiPIOPS uses fault trees as a foundation. The central gencip
is the integratiorof data about component failure behaviour into a system architecture
model, which facilitates the synthesis of fault tbesed failure propagation models that
can then be further evaluated to produce FTA and FMEA results.

The core HP-HOPS methodology consists of four main phases:
System modelling

Failure annotation

= = =2

Synthesis of fault propagation models
1 Fault tree analysis & FMEA synthesis
Phase 1: System Modelling

System modelling consists of developing a system architecture modelling along the
lines of a block diagram, featuring components (which may be hardware, software,
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purely functional, or just about anything else) and the connections between them (again,
thee may be hydraulic, electrical, electronic, mechanical, -dasgd, or other).
Components may have subcomponents, allowing a compositional system hierarchy to
be built up. Various system modelling tools are compatible withHHIFPS, including
Matlab Simulnk®®, SimulationX¥’, and MetaEdit+ (with EASTADL). Export and
model transformation to HIPIOPS format is also possible for various other modelling
languages, e.g. AADRG].

Interfaces for components are defined via ports. @rifiEFTs, ports do not have a type,
nor are they necessarily restricted to either input or output only. Instead, input and
output flow is defined via connections, as will be explained shortly.

Support also exists i nHIAFOP S f op efimplettit i g €hisisnmterndeditd i n
facilitate modelling of multiple interconnected layers (or perspectives), e.g. different
software and hardware layers with allocation from one to the other, as found in
languages such as EASWDL[12]. These allocations present new lines of possible
failure propagation, similar to how FPTC allows modelling of the effects of hardware
processor failure on software it is executing.

Phase 2: Failure data annotation

The next phase is the annotation of componeamd connections with logical
expressions that describe local failure behaviour, similar in principle to FPTC or CFTs.
These expressions indicate how deviations at component outpitpsit(deviationsare

caused by some combination of correspondimt deviationsor internal failures of

that component. Annotation is possible at all levels of the system hierarchy; output
deviations at a componentds output may b
component, or by output deviations deriving froeubcomponents within that

component.

Input and output deviations are also assignfadlare class This facilitates matching of
deviations at different ports. Typical classes include omissions (i.e., no input/output
when it was intended), commissiong (i.unexpected input/output), timing errors (e.g.
late, early), and value errors (e.g. high, low, or just a wrong value), but classes are user
defined and additional failure classes can be added as required. As well as the failure
class, deviations alsofer to the component and port at which they occur, e.g.:

I omission -sensorout ( omi ssi on at port O6outdé of

1 value -brake.in2 ( val ue error at port 06in26 of

Internal failures are given a name that is unique within the coergpthough to avoid
ambiguity are often referred to with thei

1 valve.blocked

1 switch.stuckOpen

18 hitps://www. mathworks.com/products/simulink.html
7 https://www.esigroup.com/productsystemsimulation
18 hitps://www.metacase.com/mep/
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Together, deviations and internal failures can be combined into logical expressions that
define the causes of output deviatioasg}.:

 omission -valve.out = valve.blocked OR omission -valve.in

As with FPTC, there is no requirement for the same failure class to be used on both
sides of the expression: it is possible (and indeed not uncommon) for a failure class to
transform as it is @pagated from input to output. For instance, a controller may be able
to mitigate sensor failures by failing silent when erroneous input is detected, omitting its
output instead of passing along incorrect data:

1 omission - controller.out = (value -in1 AND valu e-in2) OR
(value -in1 AND value -in3) OR (value -in2 AND value -in3)

Boolean operators AND and OR are most typical, but other gate types are available with
varying degrees of support, from roaherent gates (NOT, XOR) to temporal gates
like Priority-AND, Priority-OR, and SimultaneotSND. As mentioned earlier, it is

also possible for an output deviation to be caused by e.g. a failure propagating along an
allocation relationship, or via a common cause failure (CCF) that is not specific to any
given component.

Potential CCFs are defined per component and then explicitly linked to actual CCFs
defined at the system level; for example, multiple components in the same physical
compartment of a ship may refer to a pot
valid cause once connected to an actual CCF. This helps support reuse, since a
component can be used in environments where its potential CCFs are inappropriate (e.g.
in a situation where flooding is not possible).

In addition to these logical descriptions of sawand effect, probabilistic failure data

can be added to failure events such as internal failure modes and CCFs. A variety of
different failure distributions are supported, from simple exponential failure rates or
MTTF/MTTR to Poisson, Binomial, and Weilbmodels.

The process of annotating the model with failure data is typically performed component
by component, in which all possible output deviations are considered for each output
port, their causes evaluated, and the necessary input deviations andl ifadures
defined accordingly. In doing so, the failure behaviour of the components is defined,
illustrating how they generate, mitigate, propagate, or transform failures across their
inputs and outputs. The result is a virtual table like the following
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control
Valve Malfunctions

Failure mode Description Failure rate
blocked e.g. by debris leb6
partiallyBlocked e.g. by debris 5e5
stuckClosed Mechanically stuck 1.5e6
stuckOpen Mechanically stuck 1.5e5

Deviations ofFlow at Valve Output

Output Description Causes
Deviation
Omissionrb Omission of| blocked OR stuckClosed
flow OR Omissiora OR Lowcontrol
Commissiorb Commission | stuckOpen OR Commissiem
of flow OR Hi-control
Low-b Low flow partiallyBlocked OR_ow-a

Figure9 - Example of a HIfHOPS component failure annotation

This table shows the various data annotated for a simple valve. Failure modes are
defined, along with descriptions and failure rgtesng an exponential distribution with

no repair rates, in this case). And three possible output deviations are defined, each with
a different logical expression describing the cause.

Note that these annotations are generic in the sense that they defemehae the
surrounding context in which the valve operates: no knowledge of the immediate

environment is needed beyond the compone
failure data, in the sense that the same logic can be used for any otleeofvsimilar
design.

Although annotation is done per component, at its heartH@PS is a deductive
technique, and as such it is best employed when starting wHlevtelpsystem failures
(annotated as hazards) and working back to determine wihgitlevel output
deviations may cause them. The causes of those output deviations may then be
investigated further in turn.

In addition to components, connections can also be annotated with failure behaviour.
Unlike components, however, connections auaeed not tooriginate failures: they

have no internal failure modes. If such behaviour is required, they should be modelled
as components in their own right (e.g. a network bus or a pipeline subject to blockage).
Connections can, however, propagate déiferfailure classes in different ways. For
example, a 20-1 connection joining two outputs to a single input may use OR logic for
commission failures (a commission at either output will be received at the input) but
AND logic for omissions (only an omiss1 at both outputs will result in an omission at
the receiving input port).

This custom propagation logic also provides better support for different types of
connections; mondirectional, bidirectional, and manto-many connection types are
all possiblein HiP-HOPS.
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Annotation of the system models can be performed via interfaces with supported
modelling tools. Alternatively, an annotated model file in XML format can be generated
directly and provided to HHPIOPS.

Phase 3: Synthesis of fault propagatioodels

Although phases 1 & 2 must be performed manually (albeit with tool support), phase 3
is entirely automatic. Once the system model has been suitably annotated with
component failure behaviour, HIROPS can perform a deductive investigation to
create anetwork of interconnected fault trees that relatesléopl hazards to their root
causes, with the path of propagation being maintained via intermediate nodes.

System
o » Tailures

Fault tree
synthesis
Component algorithm
failures & local fault
propagation from
inputs to outputs

System failures

Global
propagation
of failure

in the system

Component failures

Figurel0- HIRPHOPS synthesis phase
The process is as follows:
1. Foreach hazard, link to the tdevel output deviations that cause it.
2. Traverse the output deviation backwards to find any input deviations.
3. Using the connection logic, connect the leaf nodes (input deviations) with the
corresponding output deviations of timatching failure class at the other end of
the connections.

4. Continue from step 2 until no further input deviations are found.

5. If at any stage output deviations of the same failure class are found on multiple
levels of the system hierarchy, connect theitihan OR gate.

6. Allocation propagations are traced backwards to their originating model
perspective, where synthesis continues as normal.

As an example, consider the following system:

Page24 Version 10 23 December 2021
Confidentiality: Public Distribution



-%?ESAME

D4.1 Safety Analysis ConcephdMethodology for EDDIdevelopment

Power
Supply

Motor

Figurell- Example system

The component faure logic for the systengan be found in the table below, where "O"

is shorthand for an Omission failure and "V" for a value failure.

Component Output Cause
Deviation
Power supply O-motorPower PSU_failure OR mains_supply_failure

O-controllerPower PSU_failure OR mains_supply_failure

Motor O-motivePower Motor_failure OR O-power OR O-control
(system output)

Controller O-output Controller_failure OR O-power OR V-sensor OR O-
sensor
Sensor O-data Sensor_failure
V-data Sensor_misalignment
If the systeml e v e | hazard is defined as fANoO

then we start by investigating the omission of output from the motor:

I O-motivePower

We can then substitute this for its expression:

9 Motor_failure OR O-power OR O-control

And expanceach input deviation until none are left:

' Motor_failure OR (PSU_failure OR mains_supply_failure) OR O-control
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1 Motor_failure OR (PSU_failure OR mains_supply_failure) OR (Controller_failure OR O-
power OR V-sensor OR O-sensor)

1 Motor_failure OR (PSU_failure OR mains_supply_failure) OR (Controller_failure OR O-
power OR V-sensor OR O-sensor)

1 Motor_failure OR (PSU_failure OR mains_supply_failure) OR (Controller_failure OR
(PSU_failure OR mains_supply_failure) OR V-sensor OR O-sensor)

' Motor_failure OR (PSU_failure OR mains_supply_failure) OR (Controller_failure OR
(PSU_failure OR mains_supply_failure) OR Sensor_misalignment OR O-sensor)

1 Motor_failure OR (PSU_failure OR mains_supply_failure) OR (Controller_failure OR
(PSU_failure OR mains_supply_failure) OR Sensor_misalignment OR Sensor_failure)

This results in a simple fault tree show
power from the motor upon demando:

No_mative_power

O-Motor.motivePower

A

Motor_failure 0-PSU.motorPower| O-Contreller.output

PSU_failure Mains_supply_failure Controller failure I UETEET=S [5fE I IO—Sensor.datal IV—Sensor.data
PSU.motorPower

Sensor_failure Sensor_misalignment

Figurel2 - Example synthesised fauttee

Although the fault tree abous simplified to save space, it still maintains the path of
propagation through the system model. For example, we can see how the failure mode
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Aisensor misalignmento propagates through
the motor in order to caaghe hazard.

Although the interconnected fault trees generated during the synthesis phase can
provide useful information about the global failure behaviour of the system in
themselves, to obtain the full benefit, the resulting fault trees must be analysed

Phase 4: Fault tree analysis & FMEA generation

HiP-HOPS employs various FTA algorithms to analyse the generated fault trees.
Classical algorithms are not directly applicable due to the nature of the trees; loops are
possible, repeated events are comnaonl there may be dead end branches in the trees
(e.g. if there is no corresponding output deviation to provide input to an input
deviation). Therefore analysis includes severatozessing steps before the fault
trees can be fully analysed, whether gatively or quantitatively. Qualitative analysis
involves obtaining the minimal cut sets, while for quantitative analysis, an estimate of
the probability of the top event is obtained (along with probabilities for all the cut sets).

For the example faulreée above, the cut sets are very simple since there are no AND
gates. However, two basic everits PSU_failure and Mains_supply_failue each
occur twice, resulting in a redundancy that must be addressed. The minimal cut sets are

thus:
1 Motor failure
1 PSU falure
1 Mains supply failure
1 Controller failure
1 Sensor failure

1 Sensor misalignment

Had we provided failure rates for these basic events, an estimate of top event probability
would also have been calculated.

An example of HIPHOPS output for FTA is shown b&lo
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Fault Tree View: SteeringBrake
FaultTrees | FMEA | Warnings
Top Event (Effect) SteeringBrake
Description N/A
System Unavailability [ 1.73618e-011
Severity 0

A% SteeringBrake (3754)
0 Hardware::SteeringBrake. SteeringBrakeFailure (752)
) Hardware: :ConectionCarsSteeringBrake.ConectionFailure (184)
O Hardware::ControlcardSteeringBrake. ControlCardFailure {(415)

) Hardware::ConectionFilterCard.ConectionFailure (324)

) Hardware::filter.ConectionFallure (1615)

2 Hardware::ConectionSteeringBrakefilter. ConectionFallure (331)

B¢y AND [Omission-Hardware::Nod1.0ut3] (529)

| 33 OR [Omission-Hardware::Nod1.Qut3] (527)

1 Hardware::Bus1.Bus1Failure (79)
2 Hardware: :WheelNodFL.MemoryFailure (909)
1O Hardware::WheelNodFL. WheelAngleCalculation1.CodeFailure (977)
i O Hardware::ConectionControlCardNodePulsFL.ConectionFailure (254)
i Hardware::ControlCardSteeringFL.ControlCardPulsFailure (367)
O Hardware::ConectionControlCardPulsSensorFL. CanectionFailure (275)
C} Hardware: :PulsSensorFL. PulsSensorFailure (724)
2 Hardware: :ElectricEngineSteeringFL.EngineFailure (450) h

Figurel3- HiP-HOPS FTA results

Minimal cut sets are useful because they show the necessary and sufficient causes of the
hazard. However, sometimes it can also be useful to obtain inductive information as
well. HIP-HOPS achiges the best of both FTA and FMEA by generating the latter from

the analysis results. Unlike a regular FMEA, a #HiBPS FMEA also considers the
effects of combinations of failures. For each failure mode of each component, the
hazards it causes by itselfear di spl ayed (referred to as
hazards caused in conjunction with other

This is especially useful in that it highlights which failures only have further effects
(i.e., they never cause system hazards by themselves) and which failures can cause
multiple system hazards, as in the case of Chigure14 below.
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Network of interconnected
System Fault Trees

L*J

il

FMEA
Synthesis

Multiple Failure System FMEA
system conjunction with
other events
c1 F1 =
c2 F1 =
c3 = F1 (with C4)
ca = F1 (with C3)
Cc5 F1,F2
6 = F1, F2 (with C7)
c7 = F1,F2 (with C7)
Cc8 F2
Cc9 F2

Figurel4 - FMEA generation in HIPIOPS

Other features

HiP-HOPS has been extended many times with a wide range of additional functionality,
including:

1 Architectural optimisatior{24], allowing optionality to be defined within the
system architecture (by defining alternative implementations of components
with differentcost and reliability characteristics) that can then be subjdota
multi-objective optimisation process to achieve an optimal balance of cost and
reliability.
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1 Automatic allocation of safety requirements using the propagation logic as a
basis. If a strong requirement is assigned to a system functiorHl®HS can
deermine how that requirement can be decomposed amongst the
(sub)components of the system that fulfil that function. Prototype support for
decomposition of ASIL$§27] and DALs[28] exists.

1 Integration of HIP-HOPS with modethecking technologies, thereby combining
HP-HOPSO0s compositional safety analysi
simulation capabilities of model check§2$].

1 Incorporation of various approaches for dynamic safety analysis via dynamic
fault treeq30].

1 Experiments with using HHPIOPS to perform security analysis with attack
trees, thus introducing another pillar of dependaljiity.

2.2.1.6 safeThox

safeThox® (Safety Toolbox) is an extensive modelsed safety analysis approach (and
tool) that combines architecture design, hazard analysis, fault analysis, and safety
argumentation all in a single package. It p®@a strong emphasis on reusability,
traceability, and maintainability of safetglated artefacts. Integrating with existing
UML and SysMLmodelling tools like Enterprise Architect and MagicDraw, it enables
integration of dependability data with systerohatecture information.

safeTbox has evolved over time, growing out of earlier projects suctsafe [32].
System modelling is based on UML/SysML block diagrams in which component
interfaces are defined using ports which dam connected together. This is then
followed by a modebased hazard and risk assessment (HARA) along the lines of that
mandated by ISO 26262, and which benefits from integrated traceability by being able
to link to pertinent architectural elements.

QRALATCNITEC... ®LOMPONENTIype_2315.5yS = LOMPONeNTiype 231 LIONE.SyS =L OMPONENtiype_£318.CT0 t5HAKA | FIaTOON.STD

=] SH-A-

nnnnnn

Failure Mode not
applicable

No hazard / nd
safety-relevarg _folowing

W 4 b W P Coversheet History | Informaion Funcbons | FHA  Situatons Driving | Stuabions Standing | Risk Assessment
FHASAS! Sum =0

Figure15- HARA in safeThox

19 https://www.safetbox.de/
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A process of annotating the model with more detailed safety information then follows.
The nature of the failure data added to the architecture depends on the desired form. For
example, safeTbox supportsodponent Fault Trees, enabling the representation of
componemrdevel fault propagation and failure generation.

I — ]
e

Falsche Automatische Anforderung

Falsche Automatische Anforderung T
X
FeMlernafte chtschaterpositon [ Feinan R Fehlerhafie Schwolwerte
Y

CFTnstances

Licht drefsch e
LichtarehschaterTreiber

Figurel6- Generating CFTs from an annotated system architecture in safeThox

Both qualitative and quantitativenalyses are supported. The former produces minimal
cut sets on the basis of a systemde FTA, while the latter evaluates the {eypent
probability for highlevel system fdures. Integration with widelysed FTA tools such
as | sogr aph 6 s paf af Rdliabilitytwoekieercif) ematdewapid evaluation
with powerful capabilities.

Q T

A [ c o € F
1 |Model: |E-Drive
2 Computation Date: ‘Wied Jul 17 15:47:30 CEST 2019
3 Analysis Type Qualitative and Quantitative Analysis
4 Computing Tool tese
5 Analyzed Element Acceleration FM

6 Mission Time 1
7 |Mission Unit Hour

& | Oceurrence Probability:  0,000315
3

10 Prime Implicants
n# Order __Occurrence Probabiity Prime Implicants Brime Implicant wi Parent Paths £1 Brime Implicant wi P
12 1 1 0,0000463 0,09639 rnal Failure: E-Drive = PhaseCurrentSansor

13 2 2 00001482 u E-0n

14 3 2 00001482 £or

15 4 2 0.000002048 E-De

15 s 2 0,000001852 £on

) 6 2 0.000001852 E-Dn igorithm wrongly implemented - MicroControlk
15 7 2 0,000001725 o ncy Shut-OFf Omission

19 s 2 25608 i

0 9 2 2,16€-08 E-Dri

21 10 3 0,0001285 ah E-Dri H Omission

2 1 3 0.000001606 o toa high £ Drive - ek :: St Off Ormission

1

1

» Event Details

w4 Identifier Event Fi 11-Ve ) Birnbaum Parent Path

7 1 gancy Shut Off Omission [ 134 E-Drive -

= 2 Ratorngle too high 03128 0,0003241 E-Drive -

2 3 Algorithm wrongly implemented 032 0.00032¢1 E-Drive -

30 P 2 too high 02708 0,0002053 E-Drive : Seco

1 s 2 too high 0279 0.0002053 E-Dr = -

2 5 0,05635 1E-Dr

3 7 001115 1,339 E-Drive :: MicroController = CurrentsMlausiChack Fixed (Occumrence Probi
3 s e (CCF Event) 000317 0000324

35 ) 0.003642 0,000324 E-Drive  Drivercontroller Fixed (Occurrance Probi
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7

38 Used CCF Models ]

£ CCF ModsBeta Factor Basic Events Affected Instances |

w0 Tinternalsen 001 TorqueReference too high No_Name, No_Name, SecondaryPedalsensor

a

Figurel7 - Results of a Component FTA in safeTbox (friotips://www.safetbox.de/blog)

20 htps://www.isograph.com/software/reliabilityorkbench/faulitree-analysissoftware/
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The focus ortraceability and maintainability is important because it also supports the
generation of safety argumentation such as safety cases that can be used as part of the
certification process. Rather than using separate documents, in SafeTbox the safety
cases aretegrated with the rest of the model, reducing the risk that the documentation
becomes out of date and ensuring that the various concepts are interlinked for ease of
use. SafeTbox further supports generation of safety cases by directly integrating Goal
Structuring Notatiof", widely used for safety cases (S&ztion2.2.4.1below).

2.2.1.7 Dymodia

The Dymodia todf is an MBSA software tool that allows architectural, behavioural,
and failure modelling and analysis to be combined as part of a single platform. As with
other compositional approaches, it is built on the concept of being able to annotate
system componentwith logic that describes their failure behaviour. However, rather
than try to embed behavioural models (in the form of state machines) as part of this
componerdevel logic, as in SEFTs or GHCFTs, in Dymodia the state machines are
separate models thahk to a given system model. Then either different failure logic
can be defined per state or generic failure logic can be used to describe state
independent behaviour instead. Standalone fault trees can also be defined to model
failure-related behaviour thaloes correspond directly to system architecture elements
or system states.

Figure18- Dymodia

Links and cross references are possible across multiple models. For example, a state
machine transition could be triggered by thegidion of a component output, or by the

top event of a standalone fault tree. Leaf nodes in a fault tree can be standard basic
events, or they can be references to events in a system model, allowing e.g. a single
fault tree to combine output from multipgstem architecture models.

2L hitps://scs.uk/gsn?page=gsn%202standard
2 https://dymodiansystems.com/dymodia/
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Once models have been created and suitably annotated with failure behaviour, Dymodia
can automatically synthesise staigare failure propagation models (in the form of
dynamic fault trees) to describe the dynamic failure bela of the system and
produce a global view of system dependability.

Both FTA and FMEA are supported. FTA results track changes in state, so that not only
combinations but also sequences of events that cause failures can be included. Because
all of the models are interlinked as part of an-iaHone platform, the results also
maintain links to the relevant model entities (such as the component where a failure
mode occurs, or the node in a standalone fault tree).

2.2.2  Behavioural simulation safety analysis apmpaches

Unlike compositional MBSA approaches, behavioural approaches tend to be inductive
in nature and generate analyses by hypothesising a failure and evaluating the effects via
simulation. Typically this is done by first creating a formal specificatibthe system,
simulating the nominal behaviour of the system, injecting a fault to determine its
effects, and then verifying the system safety properties (i.e. determining whether safety
requirements are still met).

Most approaches in the behavioural siation paradigm introduce their own formal
specification language to formally model the system behaviour. This often leads to a
greater level of behavioural detail than compositional approaches; for example, most
behavioural approaches can differentiatetween transient and permanent failure
events, as well as imposing more complex timing constraints. The analysis itself is
typically carried out by a model checker tool.

Although it is possible to obtain more detailed information via behavioural approaches
than compositional approaches, they also share the same general drawbacks: they are
more complex and timeonsuming (both in terms of modelling and the computational
cost for analysis), and the level of detail required typically means that they careonly b
applied later in the development process, when tiuepth data required is available.

Examples of behavioural simulation approaches includeRklea FSAP/NuSMV and
its successor XSAP, FPTA, and SAML.

2.2.2.1 AltaRica

AltaRica” is a modelling language, methddgy, and supporting tools for the formal
description and verification of complex syst¢&3. In AltaRica, a system model has

two dimensions: like the various compositional techniques, AltaRica models a system
architecture as a hierarchy of components and subcomponents, but it also models the
system behaviour using a combination of states and events.

Component behaviour is defined in AltaRica usstgte variablesandflow variables

The former represent thet@mnal state while the latter define the external interactions.
For example, a switch would have one state variable (on/off) and two flow variables,
one for input and one for output. Both types of variables are discrete rather than
continuous, meaning thabntinuous properties such as voltage etast be divided up

2 https://altarica.labri.friwp/
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into intervals (e.g. low voltage, normal voltage, high voltagefrafAsition occurs when
a variable changes from one value to another and must be causeevenan

Two types of event are alable in AltaRica:local eventghat are internal or local to

the component, animhvisible eventswhich are external and not directly connected to

the componend and thus not visible to it. Keeping the switch example, toggling the
switch would be an exaple of a local event: it changes the state variable and is integral

to the switch component itself. On the other hand, a failure of the power supply could
be an invisible event: it changes the f|
of the evat is beyond the scope of the component. Priority values can also be assigned
to events, allowing higlpriority events to supersede leiority events.

All of this information is captured for each basic component imearfaced transition
systemThis @ntains descriptions of the various events, possible observations, available
configurations (i.e., possible combinations of state and flow variables), mappings from
observations to configurations, and the transitions that exist for each configuration.

Basc components can then in turn be composed mides which are sets of
components that act together undeoatroller. The system itself is the tdpvel node.

Like components, nodes are also defireslinterfaced transition systems. Unlike
componentsmdes al so have two additional fi el
and a set abroadcast synchronisation vectors.

As the name implies, broadcast synchronisation vectors are a form of synchronisation
mechanism and allow events from one compormnhode to be synchronised with
another. Other information can be included, e.g. indications of whether or not an event
is mandatory or constraints upon which combinations of events must or must not occur
together. In this way, the mechanisms can be us@&balean operators or to define e.g.
k-out-of-n constraints.

Controllers are responsible for coordinating the configuration and behaviour of their
subordinate nodes. For example, a controller may ensure that an actuator is only active
when the switch ismand power is flowing. Because they act as parent components for
their subcomponents, a transition in a controller may also affect variables in the nodes
beneath it.

This knowledge of the behaviour of its subordinate nodes also enables a controller to
regpond to failures. For example, a controller monitoring a primary component may
det ect the transition of Its operating
activate a standby component in response by switching its state variable from
ADor manti veo h A

An example AltaRica specification for a singi&ate node is provided below:

node block

flow
O : bool : out ;
[, A:bool:in;

state
S : bool ;

event
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failure ;
trans
S| - fallure ->S:=false;
assert
O=(landA and9S);
extern initial_state = S = true ;
edon

This defines three flow variables (one output, O, and two inputs, | and A), a single state
variable S, and one event (failure). The failure event causes the transition of the state
variable S from true téalse (i.e., it becomes inoperative). The last two elements define
an assertion (output O is true only if there is input at |, the control signal A is active, and
the operating state S is true) and the initial value of S (true, i.e., operational).

More canplex specifications are possible, e.g. using temporal logic to define transitions
or assertions. Once defined, specifications for nodes can be stored in libraries for later
reuse.

Once the system model is complete, it can be simulated and analysedriatya ofa
ways. Analysis involves transformation of the model into some other form first.
Simplified fault trees can be generated for analysis ofdyoramic failures, Petri nets

or Markov chains might be used to analyse dynamic failures, and transformnabi@n
modelchecking language like SMV can be used to verify whether requirements are
met.

AltaRica provides a powerful and expressive language for muaeld analysis of
systems. It grants a lot of flexibility, allowing transformation of the model antariety

of other forms that can then be processed or analysed in different ways. However, as
mentioned earlier, the level of detail required can be burdensome and generally restricts
its use to later stages of development. Another issue is the prpblsd by loops, bi
directional signals, or circular propagations in the model, as might be found in electrical
networks or hydraulic system$ this can result in circular logic, i.e., something
causing itself, which will be rejected by AltaRica.

2.2.2.2 FSAP/NUSMV-SA

FSAP/NuSMV:SA* is a tool consisting of two main parts: the Formal Safety Analysis
Platform, which is the graphical user interface, and NuSBA/ an extension to the
NuSMV modelchecking engine with safety analysis capabilif&4. It incorporates a
variety of features, from formal specification, model checking, automatic synthesis and
analysis of fault trees, and more.

The FSAP/NUSMVSA process is generally as follows:
1 System modellingin which the system model is foafly specified in the

NuSMV language. It can be a nominal system model, a dependability model, or
a combination of both.

2 https://fsap.fok.eu/
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1 Failure mode identification and model annotatiom which the failure
behaviour of the system components is specified. This can bevedhwith
fault injection to obtain an extended system model, which describes the failure
modes of the constituent components. As with AltaRica, definitions can be
saved in libraries and reused in other modelsr in the case of failure modes,
injected ater for the purposes of simulation.

1 Requirements capturen which the functional and safety requirements are
defined. The system is then later evaluated and verified against these
requirements.

1 Model simulation and analysisvhich primarily involves forral verification via
modelchecking but may also involve e.g. generation of fault trees for FTA
purposes.

The last stage is where the properties of the model are validated and verified, both for
nominal functional requirements and for safety requiremeiatsltd=can be injected to
observe the effects and counrexamples are generated to document cases where
properties fail validation or verification. While moegecking is the primary aim,
FSAP/NUSMV,SA is also capable of conducting safety analysis dyreqdl a modified

form of fault tree analysis. NOT gates can be included (imposing constraints on the
occurrence of events, e.g. that a failure only occurs if another event does not occur), as
can ordering information to cover cases where the sequencerdses important.

The NuSMV language itself is built on the concept of finite state automata (a form of
state machine). Component hierarchies can be defined and their behagpeciied
using a form of temporal logic. NuSMV expressions can then eegand checked
against specified properties to see whether they hold true.

An example NuSMYV description for a twmt adder is provided below:

MODULE bit(input)
VAR

output : {0,1};
ASSIGN

output := input;

MODULE adder(bitl, bit2)
VAR
output:  {0,1};
ASSIGN
output := (bitl + bit2) mod 2;

MODULE main

VAR
random1 :{0,1};
random?2 :{0,1};

bitl : bit(random1l);
bit2 . bit(random2);
adder : adder(bitl.output, bit2.output);
Page36 Version 10 23 December 2021
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First a bit is defined, capable of holding a value ithhex O or 1. The adder is then
defined as a function taking two bits. The main component then sets up two random
variables, two bits taking values from those variables, and the adder.

We can then inject a fault into the bit module:

VAR output_nominal :{ 0,1}
output_FailureMode : {no_failure, inverted};
ASSIGN output_nominal := input;
DEFINE output_inverted := loutput_nominal,
DEFINE output := case
output_FailureMode = no_failure : output_nominal
output_FailureMode = inverted : output_inverted

esac
ASSIGN next(output_FailureMode) := case
output_FailureMode =  no_failure : {no_failure,

inverted};
output_FailureMode = inverted : inverted,;
esac

Here we see that in addition to the nominal output (O or 1), the bit component now has a
failure state (no_failure or inverted, i.e. the bit is flipped). The behaviour is then defined
(i.e., inverted output is the inverse of nominal output, the no_failure state produces
nominal output, and the inverted state produces inverted output), and finally we
introduce the possibility of changing state from no_failure to inverted (and once
inverted, we cannot change back). In practice, this would be defined via the FSAP
interface rather than textualfy and once defined, can be stored in a library for later
reuse (or injection).

Annotations of failure behaviour like this can be used in multiple ways:

1 They can form the basis of a behavioural fault simulation, which results in a
trace showing the effects of the fault and the system failures (if any) it causes.

1 They can serve as input to a property validation, proving whether or not the
property holds (and if not, forming part of ticeunterexamplelemonstrating
why not).

1 They can be used to automatically synthesise fault trees, illustrating the root
causes of aigen failure event.

1 And they can be used as part of a failure order analysis.

Fault trees are generated via a reachability analysis. This begins with the initial state(s)
of the system and produces successor states iteratively untilevedsystem fdure

state is reached. The result is the set of all states in which that failure event occurs, with
all nominal information removed and leaving only the failure modes. These can then be
simplified to produce minimal cut sets. One may note that this isghesite of how
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FTA is normally conducted: it is an inductive process rather than a deductive one. This
increases the computational expense considerably, since every single variable needs to
be tested in every possible combination to arrive at all possabiges of system failure.
Unlike FMEA, however, which is similarly inductive, effects of multiple combinations

of failures are considered (and is the cause of the combinatorial explosion).

It should also be noted teadd, theefautheyl
root causes to the system failure top event. The information about the propagation of
failure through the system is lost in the process. They also do not include any temporal
or dynamic information. Instead, if such effecte & be considered, a failure order
analysis is needed. This is based on the same process (and thus the two can be run
together) except additional timing and ordering constraints are applied to cut sets. The
failure order analysis results in a precedencaply displaying the order of events
necessary to cause the system failure event.

One of the major advantages of FSAP/NuSX is the wide range of capabilities all
contained within a single package. The same model is used for multiple purposes:
system arcitecture description, validation & verification of functional properties,
verification of safety requirements, modslecking and behavioural simulation, and
safety analysis. This contrasts with e.g. AltaRica, in which moldetking and analysis

is done sparately after a model transformation (to NuSMV itself, for instance). The all
in-one nature of FSAP means that everything is more tightly integrated and the
dependability information evolves along with the nominal system design, helping to
prevent errorand discrepancies from slipping in.

In addition to the downsides shared by other behavioural approaches, FSAP/NuSMV
SA also suffers from the stagpace explosion problem for larger models, where the
computational expense of analysis can become protgbibue to the inductive way it
generates fault trees, even a purely static fault tree analysis is costly.

2.2.2.3 XSAP
To address some of the problems with FSAP/NuS8A/ a successor project emerged

through collaboration between the FBK (Fondazione Bruno Kesster)p and Boeing:
XSAP?. Like its predecessor, it consists of two parts: the user interface package xSAP
and the underlying modehecking engine, nuXMV, itself an extension to NUSMV.

xSAP extends FSAP with a variety of new features, including:

Library-based specification of faults and fault dynamics;

Automatic model extension with fault specifications via fault injection;

FTA and minimal cut set generation for dynamic systems

FMEA generation

Mode Transition Cut Set analysis

= =2 =4 -4 -4 -

Common Cause Analysis

2 https://xsap.fok.eu/
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1 Faultpropagation analysis based on Timed Failure Propagation Graphs
1 Fault detection and isolation

XSAP extends support to infinite state automata (as well as finite state automata) and
has expanded capabilities with regard to generation of ceuatas duringoroperty
validation and verification, including SAlbased bounded model checking. To support
safety certification processes required by newer safety standards, probabilistic FTA
support has been improved over FSAP and common cause analysis has bearemtrod
XSAP can also be used to automatically synthesise Timed Failure Propagation Graphs
(TFPGSs), which model Boolean derive of events, like fault trees, but can also model
guantitative timing delays between th¢dd]. A TFPG onsists of nodes representing
failure modes or discrepancies (deviations from nominal behaviour) and edges that
represent the temporal dependency between nodes.

The xSAP methodology is shown below:

Faults
Modes
Definition

Faults
I Templates

Input

Nominal
Model

r L -I
I Library I

Counterexamples Fault Trees FMEA Tables FDIR
Traces Effectiveness

Figurel9 - xSAPmethodology (from the XSAP manual)

As with FSAP, the system is formally modelled in two parts: the nominal functional
behaviour and the failure behaviour. The latter is part of the extended systighand
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can be derived manually or with automatic suppea fault injection (once suitable
failure modes have been defined).

Once modelled, requirements can be validated and functional properties can be verified.
Validation includes property consistency (checking that requirements are not mutually
exclusive), property assertion (i.e., that a property is a logical consequence of the
requirements), and property possibility (checking that a property is logically compatible
with the requirements). Modehecking for functional verification purposes supports
deadlak checking (ensuring the system does not cause terminating conditions). xSAP
also supports interactive simulation of system execution.

In addition to the variety of safety analysis techniques supported (FTA, FMEA, CCA,
TFPGs etg, xSAP also supports anals of fault detection/monitoring functionality,
including requirements based on inference of faults via indirect observations. It should
be noted that this is a destgme analysis, however, not runtime.

Like FSAP before it, XSAP has been integratechimasengine by other tools, such as
COMPASS [36] and AUTOGEIR7]. It provides a wide range of features and
capabilities presented as part of ari@lbne package. However, as with all behavioural
simulation approaches, xSAP requires detailed knowledge of the system to function and
tends to be more computationally expensive than compositional approaches.

2.2.2.4 FPTA

Fault Propagation & Transformation Analysis (FPTA) is a development of F84]C
FPTA aims to address some of the limitations of FPTC, described earlier, by
introducing probabilistic model checking. The PRISM model checker is used to perform
the checking39].

FPTA defines a system (theptlevel element) as a set of components linked with
connectors. As with most compositional approaches, components possess an interface
defined by a set of input/output ports. Similar to SEFTs, however, components in FPTA
also possess one or more statestnn as O modes o6, including
modes and any failure modes. These form Markov ebsgue state machines, and each
component therefore needs annotating with a set of possible transitions of the format:

input_port.failuremode -- > output_po rt.failuremode, probability

This both represents the probabilistic propagation of faults from inputs to outputs but
can also be used to encapsulate the generation of failures by giving a probability for a

6normal 6 input to yield an output failur
input.normal  -- > output.normal, 0.9999
input.normal  -- > output.omission, 0.0001

As with the various compositional approaches, the compdeeeit state machines
defined by these expressions can be connected together across the system to provide a
sysemlevel view of failure. This is then passed to the PRISM model checker as a form

of Markov model and analysed accordingly.
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2.2.2.5

The downside of creating a systewide probabilistic model in this way is that it is
prone to the statspace explosion problem. like GHCFTs or even SEFTs, which
attempt to modularise the model and limit the scope of the Markov analysis, in FPTA
the entire system must be analysed whole.

SAML

SAML 0 the Safety Analysis Modelling Languade is a tootindependent modelling
framework fa the creation of system models with both probabilistic and- non
deterministic behaviouf40]. It acts as an intermediate layer between graphical
modelling tools (like Matlab Simulink or SCABB and modektheckers or other
verification tools (like NuSMV or PRISM). Model transformation is used to switch
between the input and output languages of different tools, with the intention of allowing
access to multiple tools and thereby taking advantdgbheobest features of each of
them (at the cost of complexity and the necessary transformations).

SAML takes the form of textual annotations to existing nominal system elements. The
annotations take the form of a formal representation of finite stadenatda, not unlike
FSAP or xSAP. These automata are executed synchronously in discrestejpmeand

can feature both nedeterministic and probabilistic transitions.

constant double P A = 0.1;

constant double P _B1 := 0.2;
constant double P_BE2 := 0.3;
constant double P_B3 := 0.5;

formula CASE_S::_U_A=U&’! V_B1=0&V_B2=0|V_B1=1&V_B2=1);

—

module A
V_A:[0..2] init O;
V_A=0&V Bl1=0&V BZ=0 ->
choice (P_A: (V_A"=0)+(1-P_A) : (V_A'=1));
V_A=0&V B1=1&V B2=1 ->> choice (1: (V_A"=2));
CASE_3 -> choice (1: (V_A"=1));
1 ->> choice (1: (V_Ar=1));
2 == choice (1: (V_A"=2));
endmodule

S
V_A=
V_A=

module B
V_B1:[0..1] init 0;
V_B2:[0..1] init 0;
true -> choice (P B1:(V B1'=0)&(V B2'=0) +
P_B2:(V_Bl1"=1)& (V_B2'=0) 4
P_B3: (V_B1'=1)&(V_B2"=1)) +
choice (1: (V_B1'=1)& (V_VB2'=1));
endmodule

Figure20- Example SAML model (froifd0])

In the example above, two components (or modules) are defined, A and B. A has one
state variable (V_A) while B has two (V_B1, V_B2); V_A can have values 0, 1, 2,

while the variables in B are bi narhgh Bot
are roughly equivalent to transitions in AltaRica and represent change in values of state

2 https://www.ansys.com/products/embeddedware/ansyscadesuite

23 December 2021 Version 10 Paged1

Confidentiality: Public Distribution


https://www.ansys.com/products/embedded-software/ansys-scade-suite

D4.1 Safety Analysis ConcephdMethodology for EDDIdevelopment .‘x%%ESAME

2.2.3

variables. The first update in A, for example, indicates a-detarministic choice
between retaining the value 0 (with probability P_A, defined at the top1asof.
moving to a value of 1 (with probability @ P_A). The update in B, by contrast, is
solely nondeterministic with no probability.

For specifying properties in a SAML model, a temporal logic is generally used. This is
usually CTL for qualitative pragrties or PCTL (a probabilistic extension of CTL) for
guantitative properties. These properties form part oe#tended system mogdelhich

(like FSAP) indicates the additions to the nominal model containing the failure
behaviour and other pertinent infieation, e.g. about the environment.

Verification and analysis of a SAML model requires transformation into a format
suitable for the target analysis tool. This can be done as part of’EhneéS/AML
workbench, based on the Eclipse platfgat]. Alternatively, or in addition, Deductive
Cause Consequence Analyd#?] can be used to perform a qualitative analysis
analogous to FTA, in which the minimal cut sets are computed. Probabilities can then
be catulated subsequently if required.

This transformation and reliance on other tools to perform analysis represents the key
disadvantage of the SAML approach. While in principle it offers more flexibility, in
practice differences in the semantics betweenldhguages and tools involved can
present difficulties. NuUSMV, for instance, does not support the parallel, synchronised
assignment of values that SAML relies on. Versus AltaRica, the model of time used is
different: SAML uses a synchronous yet discreteetimodel in which multiple
automata update simultaneously, whereas AltaRica uses continuous time with discrete
events in which only one transition is fired at a ti#h®].

Allocation of safety requirements

Analysing the causesd effects of failures on a system is only one part of the wider
dependability design process. As described above, several behavioural simulation
approaches also support validation and verification (V&V) of system properties,
including safety requirementand often functional requirements too). Fault and failure
analysis is complementary to these activities, as identifying the possible failures and
evaluating their effects is necessary to determine whether the requirements are violated
or not.

This dualityis captured by modern safety standards such as ISO 26262, where safety
requirements are established on the basis of an initial HARA and then subsequently
verified using safety analysis.

In ISO 26262, once hazards have been identified, a risk analyssspkce as part of a
HARA. Risks are evaluated along three axes: controllability (how easy it is to contain
and mitigate the hazard), severity (the degree of potential harm posed by the hazard),
and exposure (how frequently or how long the system maylnenable to the hazard,

or in other words, the likelihood of the hazard occurring). Each of these is scored along
a 4-point scale (either 03 for controllability and severity, ori# for exposure). For
example, severity:

1 SO: No injuries
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1 S1: Light or modeate injuries
1 S2: Severe or lifghreatening injuries (but survival probable)
i S3: Lifethreatening injuries (survival uncertain), fatal injuries

On the basis of these scores, an ASIL Automotive Safety Integrity Leved is
determined for each hazardousmvaccording to a table:

C1 C2 C3
=X QM QM QM
E2 QoM QM QM
S1
E3 OM QM A
E4 QM A B
E1 QM QoM QM
E2 QM QoM A
S2
E3 QM A B
E4 A B C
E1 OM QM A
E2 QM A B
S3
E3 A B C
E4 B C D

Table2 - ASIL determination according to ISO 26262

ASILs are effectively a qualitative measure of risk. QM means there is no need for any
special requirements and ordinary quality management controls are sufficient. A
represents a low risk, requiring only minimaeasures to ensure safety, while D
represents the highest risk, requiring much stricter measures.

With ASILs determined, the next step is the definitiorsafety goal® the toplevel

safety requirements that define the measures needed to avert atemitagzards and
reduce risk to acceptable levels. Each safety goal therefore inherits the ASIL assigned to
its relevant hazard and this serves as a kind of benchmark of the level of evidence
needed to show that the requirement is met. If different ASlesaasigned to similar
safety goals, the highest ASIL is the one used to represent the combined safety goal.

From safety goals, several stages of iteration follow in which functional safety
requirements are derived from the safety goals and then in tuhmidet safety
requirementsd indicating how to fulfil the safety measures in the functional safety
requirementsd are derived. Along the way, the critical parts of the system are
identified, indicating those components that are responsible for meetingatiogs
requirements. Those components then inherit ASIL values indicating how critical they
are to the overall safety of the vehicle and thus how stringent their development needs
to be. If multiple independent components are collectively subject tauaestent, the
responsibility of meeting that requirement can be shared amongst them according to a
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simple algebra in which A =1, B =2, C =3, D =4, and an ASIL requirement can be
met by summing the ASILs of its components (e.g. A (1) + B (2) = C (3).

This latter process is known as ASIL decomposition. It is particularly important because
a component 6s
costs tend to rise exponentially with higher ASIL ratings. Thus it may be more cost
effectived and potentially more reliabl@ to e.g. use two ASIL B components rather
than a single ASIL D component. The figure below illustrates this idea:

ASI L

upISapP 8y} JO UONN|OA]

Safety goal

can

FunctionalArchitectue

significantly

Functional safety:req. | Function 1 E
_____ ¥___. | allocation : I
P ASILD T ™ [ASIL D] :
_____ _I____I \\\_______________________________’,’
1
J L ! inherited
| /2 N
! E DesignArchitectue E
Technical safety req. ! Compo- Compo- !
ST v----, | allocation ! nent 1.1 nent 1.2 i
! ASIL D H——— [ASIL B] [ASIL B] !
____ ‘I__", 1 I
] ‘\ //
J \7 :inherited """""""""""""""""
] ST T m T AN
; 1 HardwareArchitectue ‘:
Software/hardwar:e : Acme Ecma i
safety req. ~~---¥----,[ allocation E Widget Doodad !
. ASIL D | > [ASIL B] [ASIL B] !

1

Figure21 - Inheritance and allocation of safety requirements throughout development

The concept may betraightforward enougl® ASILs are allocated based on a

component os

contri

buti on

t o

the over al

mp

exactly? In order to allocate the right ASIL, we first need to understand how critical a

component is, how it sponds to failure, which hazards it contributes to (and thus

which safety requirements it is subject to), and which other components it shares
responsibility with. All of this requires detailed knowledge of how the components are

connected and how failurggopagate between them. And while the discussion above

has focused on ISO 26262, similar processes exist in other related standards, like
ARPA4754A.

This is where MBSA techniques and compositional safety analysis approaches in

particular come in useful,ecause most of them function by analysing a system to

determine failure propagation and in doing so linking compeleset failures to the
systemlevel hazards they cause. If a safety analysis shows that a given component
failure can lead directly to a hard, then it must be allocated the full integrity level

Paged4

Version 10

Confidentiality: Public Distribution

23 December 2021



FOSESAME D4.1 Safety Analysis ConcephdMethodology for EDDIdevelopment

necessary to meet the safety requirement associated with that hazard. If, on the other
hand, the analysis shows that a component can never cause that hazard, or does so only

in conjunction with othefailure events, then a lower integrity level may be acceptable
[44].

As an example, consider the following system:

@re warning system \

Heat
sensor

<4— Alarm

Smoke
detector

& ~/

Figure22 - Example system for ASIL allocation

Assume an ASIL of C has been assigned to the fire warning subsystem, on the basis that
its failure |l eads to the severe hazard
design of this sulystem led to three subcomponents: the alarm and two different
sensors, either of which alone can trigger the alarm if fire or smoke is detected. We
could simply allocate ASIL C to all three subcomponents, but instead a preliminary

gualitative safety analishas produced a fault tree showing that both sensors must falil
to cause the hazard (see below).

23 December 2021 Version 10 Page45
Confidentiality: Public Distribution



D4.1 Safety Analysis ConcephdMethodology for EDDIdevelopment %?ESAME

Failure of FDS

Alarm_failure Sensor failure

Heat_sensor _fail Smoke_detector_fail

Figure23 - Fault tree for ASIL allocation

In this case, we know we must assign ASIL C to the alarm, since it is a single point of
failure for the subsyster@ failure of the alarm directly causes the hazard. However,
the two sensors together share responsibility for detecting the fire and thugintlyst
meet ASIL C. This presents us with four options for decomposition:

Heat sensor Smoke detector
QM C
A B
B A
C QM

Other combinations are of course possible, like allocating ASIL C to both sensors, but
this would not be cost effective. This cha seen more readily if we assign cost values
to each ASIL, e.g.:

T QM=0
1T A=1
1 B=10
1 C=100
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1 D =1000

We can then determine the total cost of each possible allocation in the table:

Heat sensor Smoke detector Cost
QM C 0+ 100 =100
A B 1+10=11
B A 10+1=11
C QM 100 + 0 =100

As can be seen, the magisteffective allocation here would be to assign ASIL A to
one sensor and ASIL B to the other.

More complex scenarios exist where requirements overlap. Consider a situation where
the heat sensor somehow contributes to another hazard (and thus is subject to another
safety requirement) but the smoke detector is not. In such a case, the second
requirenent may impose a minimum ASIL requirement on the detécta.g. ASIL C

0 which rules out all but the last row in the table above. In other cases, the
decomposition might produce too many options, making it difficult to manually choose
an allocation or evefor a tool to deterministically derive an optimal solution; in such
situations, an automatic optimisation process can be used to rapidly determine optimal
solutions. The HIFHOPS approach is capable of such a process and has been applied to
both ASILs fa ISO 2626727] and DALs for ARP4754A [28].

Beyond supporting allocation of decomposed SILs, safety analysis is also vital for
demonstrating that the requirements have been met to the desirardtaualitative
analyses indicate failure cause and effect, potentially highlighting places where e.g.
components contribute to hazards but they have not been subjected to the necessary
requirements due to an oversight. And quantitative analysis produobsbility
estimates that can be used to show whether requirements have been met according to
guidelines that govern the likelihood of hazards (since reducing the likelihood is one
way to reduce risk). For instance, a high integrity level might mandatexamum
probability of no higher than 1@, while a low level might only impose a threshold of

le4. Analysis can then demonstrate whether these thresholds are met.

2.2.4  Safety argumentation

In addition to failure analysis and support for the allocation aétgafequirements,
another aspect of the dependabitityven development process that can benefit from
MBSA is in the generation of safety argumentation. Standards do not just impose a
methodology to follow: they typically also require the documentatioevidence of

any actions taken to argue that a system is safe. Such documentation is often referred to
as asafety case

Although there is no single formal definition of what a safety case should contain or

how it should be specified, the definition[#5]i s a good i ndicator
should communicate a clear, comprehensive and defensible argument that a system is
acceptably safe to operate in a particul

various standardacross various industries, including ARP4#4Each has their own
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slightly different definition of what a safety case is; for example, the UK Ministry of
Defence defines a safety case as:

~

Ai... a comprehensive and sticlmistured se
aimed to ensure that the safety of a specific vessel or equipment can be
demonstrated by reference to safety arrangements and organisation,

safety analyses, compliance with the standards and best practice,
acceptance tests, audits, inspections, daekl and provision made for

safe use including [4mer gency arrangeme

Generally speaking, common aspects covered by a safety case may include:
Definition and/or description of the system, including its scope.

The hazard identified.

The safety requirements.

A risk assessment.

Risk reduction measures and safety mechanismamgttied.

= =2 =4 =4 -4 -

Safety analysis results to provide evidence of the efficacy of such measures and
to show that the requirements have been met.

1 Informationabout the development process undertaken.

However, the primary aim of a safety case is to argue that a system is sufficiently safe,
and in that respect the most important three elements are the sajatsements
argumentsas to how the requirements have been addresseavatehceto prove the
claims (e.g. in the form of safety analysis results).

2.2.4.1 Goal Structuring Notation

Due to the informality in the definitions and the ensuing lack of clarity involved in
producing safst cases, a variety of different safety argumentation notations have been
proposed to try to formalise and structure the process more clearly. Perhaps the most
prominent is the Goal Structuring Notation (GSN), developed at the University of York

in the 1998 and now maintained by the Assurance Case Working Group (AQAV(5)

Page48 Version 10 23 December 2021
Confidentiality: Public Distribution



~

SO SESAME D4.1 Safety Analysis ConcephdMethodology for EDDIdevelopment

{Goalldentifier}

{Strategy Identifier}

{Context Identifier}

{Solution
Identifier}

<Solution
<Goal Statement> Statement>
<Context Statement>

<Strategy Statement>

Strategy

Context

Goal Solution

{Goalldentifier}

{Assumption Identifier} {Justification Identifier}

<Goal Statement>

<Assumption Statement> <Justification Statement >

Assumption

Undeveloped Goal

Justification

Undeveloped

Figure24 - GSN Elements (frorf#8])

The core elements of GSN include:

Goalsrepresent safety clainmade;

Strategiesepresent the inference between a goal and any supporting goals;
Solutionsprovide references to evidence to support a claim;

A Contextcan be a statement or a reference to some contextual information;

An Assumptions a hypothesis made as part of the argument;

= =2 =4 -4 -4 -

A Justificationis a rationale behind the choice of a strategy;
1 Andundevelope@lements act as placeholders for future argumentation.

Together, these elements form an interconnected argument structurearfpteex

Operating Role Contr;]ﬁyste;n tls N Control System
and Context acceptably sale to Definition
operate c

. . Software in Control
All identified hazards Hazards i
= - : : System has been SIL Guidelines
have been eliminated > identified from = =
. developed to and Processes
or mitigated FHA (Ref Y) b
appropriate SIL

‘All hazards Argument over T allocatio Argument over
have been < each identified Py—— ‘ allocated SIL for | Identified
identified hazard primary and second software hazards
complete
A 7 elements
l — ) I
Probability of hazard| |Probability of hazard Primary Protection Secondary Protection
Hazards H1 has . . ,
b liminated H2 occurring < H3 occurring < System Developed System Development
een elmunate 1x10-6 per year 1x10-3 per year to SIL 4 to SIL2

Formal
Verification

Process
Evidence
SIL4

Process
Evidence
SIL2

Figure25- Example GSN argument structure (frof#9])
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Here, the tog e v e | argues that the ficontr ol Sys:
context elements are linked, and two supportinglgare defined: one stating that all
hazards have been eliminated or mitigated and the other stating that the control software
has been developed to the appropriate SIL. Further context elements provide support for
these, including a reference to hazdrdsn a hazard analysis.

Each of these subgoals is elaborated further via two strategies. The first deals with each
hazard, claiming that some hazards have been eliminated and that the probability of
others has been reduced to a given level; the formagised on the basis of a formal
verification solution, while the latter is determined by an FTA. The second strategy,
referring to the SIL, likewise has solutions providing evidence to support the daims

in this case, documentation from the developmentgss.

The structured nature and graphical layout of GSN are a significant improvement over
informal, adhoc safety cases, particularly in terms of making the logic of the safety
argument clear. Over time, GSN has matured and been standardised, allowing
production of supporting materials to flourish.

However, just like early safety analysis approaches, one of the drawbacks of GSN is
that it is separate to the development models used during the design proaedsalso
to the safety models and analysitetacts.

2.2.4.2 CAET Claims, Arguments, Evidence framework

GSN is not the only notation used for safety argumentation. GAEhe Claims,
Arguments, Evidence Framewotk is another. Developed by Adelard LLP, it was
originally intended for reasoning about theetgfand trustworthiness of systems, as in a
safety or assurance cad5eOver time, its uses have broadened to reasoning more
generally about complex systems and across the system lifecycle.

As the name implies, there are three key elements to CAE:

T Clamswhi ch are true/false statements a |
train is safeo);

1 Arguments which are rules that link evidence or assumptions with the claim
being investigated;

1 Evidencewhich consists of artefacts that establish trusted factshaisdstipport
a claim.

A variety of building blocks are used to help assemble assurance cases, acting like
templates that address particular types of problems. For example, decomposition breaks
up a claim into multiple sublaims: if it can be establishedatha property holds for all
subcomponents of an object, then that property holds for the object itself too (for a
given context, at least). Substitution indicates that if a property holds for one item, then

it also holds for an equivalent item. Othersinde &éconcreti ondé ( mak
precise), 6cal cul ationbd (computing a pr
evidence incorporation.

27 https://claimsargumentsevidence.org/
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These building blocks can be il lustrated

non
Does the claim involve /

a calculated property?

: .
© Can the claim no

Would it be easier
L L to satisfy the claim
be catiched 0y

Is the claim ‘ i

/ : 3 by splitting it up? -
adequately [“1 avai¥apve
) . . z
expressed? evidence’ Easier to justify T o
x’ for an equivalent Substitution

object or property?
C

s onsider COnCren'ng
or redraft,'ng \_}
= Concreti
etion

Figure26 - The CAEHelping Hand®

Although there are plenty of cosmetic differences, CAE and GSN are generally
comparable in what they express and have both been successfully used to create safety
cases. Like GSN, however, the information recorded by the CAE model isylargel
separate to those of the development models used during the design process (though
these models could be included as evidence artefacts).

2.2.4.3 SACM

The Structured Assurance Case Metamodel (SAEM)one attempt to address this
shortcoming. Developed by the Object Management Group, it is a metamodel intended
for the representation of structured arguments such as safety cases/assurance cases. An
assurance case is defined in SACM as a set of clangsiments, and supporting
evidence to justify a claim that a system satisfies some set of requirements.

The goal behind SACM is to provide a moth@lsed approach to system assurance and
supports existing graphical notations like GSN and the Claims, Argurgerdence
approach. Itis a package consisting of five main elements:

2 hitps://claimsargumentsevidence.orgfegntent/uploads/2018/01/helping_hand.jpg
2 https://www.omg.org/spec/SACM/2.2/AbeBACM/
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SACM
I [ _
Base AssuranceCase
[ 1 1 1
Artifact Argumentation Teminology

Figure27- SACM elements (fron48])

The AssuranceCase element, as the name would suggest, encapsulates all the concepts
necesary to produce an assurance case, like aleo@l container. This is further
supported by the Argumentation component (for making claims and arguments), the
Artifact component (representing concepts used in defining evidence for the
arguments), and the frinology component (which helps to define the vocabulary
used to express system properties and characteristics). The Base component,
meanwhile, encapsulates all basic entities such as-landfuage strings.

Compound assurance cases can be constructedintings to link subordinate
assurance cases together (along with structured information that justifies why such a
link between the systems being represented is possible in terms of compatibility and
trustworthiness).

SACM al so pr ovi deeptfoathe plirgoses af mddel exehangecetr.rBy
means of an AssuranceCasePackagelnterface, some part of the assurance case can be
exposed, e.g. to make it queryable or exchangeable at runtime. The Base component can
also define the necessary formats topsup machine readability as well as human
readability.

Base::ArtifactElement
A

+imp|ements\|l1 ‘

AssuranceCasePackagelnterface | AssuranceCasePackage

0.*

+interface

+assuranceCasePackage
0.*

+participantPackage 2..* Y

AssuranceCasePackageBinding +1erminologyPackagel0..“

‘Terminology::TerminologyPackage

+argumentPackage | 0..* +artifactPackage | 0..*

Argument::ArgumentPackage ‘ |A|1ifact::ArtifactPackage ‘

Figure28- Overall SACM metamod&

30 https://www.omg.org/spec/SACM/2.2/PDF
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These features for compositionality and modularity make it easier to divide up an
assurance case into smaller, more manageable (and tandefse) components,
particularly when dealing with different but related concerns, such as security and
safety. It also makes it more feasible for assurance cases to be used at runtime, e.g. in
multi-agent or cooperative systems of systems, where diffeigents must negotiate

their demanded safety requirements and provide safety assurances to attempt to
guarantee collective safe operation.

Newer versions of SACM also define its own graphical notation (in addition to
supporting multiple existing approaes) like GSN and CAE) and there are tools that
support this, as illustrated by the ACME tool (Assurance Case Modelling Environment)
[50].

2.2.4.4 Automatic generation of Safety Cases

With the aid of modebased dependability apprdess, it is possible to both combine
safety cases with dependability models (as in the case of safeTbox, for example) and in
some casegeneratesafety cases serautomatically from dependability models.

In the context of moddbased safety analysis, thelvantages offered by such a
capability are obvious. Just as it can be a challenge to keep a safety analysis current
with an evolving design, so can it be a challenge to keep the safety argumentation up to
date (an even greater challenge, arguably, sireéatter depends on the safety analysis
too). If all of these could be linked together as part of a cohesive,acsl@ing model
framework, then they can all move in lockstep and be updated together. As the design
changes, the safety analyses can beumeon the same model to ensure the safety
requirements still hold (or if not, why not). This means any safety implications
introduced by the design change can be identified immediately and any conclusions
reached can thus be fed into the next design iteralidche safety argumentation can

then also be generated, this means that the safety argumentation for the model is
automatically updated so that it always reflects the current state of the design without
the need for extensive (and potentially costlynoel revisions.

Given the potential benefits it offers, there has been a range of work in this area in
recent years. The FLAR2SAF (Failure Logic Analysis Results to Safety Case Argument
Fragments) approafdi] is one such work, which makes use of FPTC and the CHESS
toolsef52]. FPTC expresses how a component can propagate, transform, or even absorb
a failure received at its input and transmitted from its output, and from this aftype
safety contract can be defined. Such contracts indicate safety properties that a
component =either requires or guarantees
(context dependent) or O0strongd (coantext
itself can then be used as evidence in support of the safety contract, forming a kind of
componerdevel safety case (or fragment).

Another approach is the THRUST methodold§8]. THRUST uses the concept of a
process linewhich are sequences of tasks that can potentially vary or branch out. Tasks
are assigned to specific people (or rather, people serving specific roles) and specific
tools that are used to create products and complete those tasks. An argumentation line
usesthis same concept to create a safety argument, supporting a given process line.
Although different languages are used (SPEM or VvSPEM for the process line,
S-TunEXSPEM for the argumentation line), both are modelled in parallel and the
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process line model camlso be transformed to help serve as the basis for the
argumentation line. This helps ensure that both are kept in sync while also enabling
information in the process line model to be reused directly as part of the argumentation
line, although there is normal metamodel encompassing both lines.

Other works have adopted a verificationented approach using formal verification.

The technique in[54] uses code along with formal specification, the safety
requirements, and FTAtidentify flaws in either the specification or the code by means

of path and coverage analyses and verifying whether the formal specification holds. In
[55], formal software verification is used to produce arguments from angupatterns.

Safety properties are formally specified, defining the goals of the safety case, and then
analysis evidence is collected to support these goals and verify the requirement over the
course of multiple phases, beginning with highel hazards red moving on to low

level failures. Here the claims of the safety cases are manually created but then backed
with evidence generated automatically by the verification process.

Finally, there have also been several approaches built on thREl®#S tool.[56] and

[57] present an approach for automatically generating safety arguments for software
product lines by combining variability management, MBSA (via -HBPS), and
assurance cases (via SACM). Antdgrated metamodel encompassing functional,
architectural, and failure models is used to model the software product lines;
HIP-HOP S 6 s capability for automatically
argumentation (in the form of SACM), and evidence igvited by safety analysis
techniques such as the AADL error annex and-H@®PS. A more generic approach is
presented irf58], in which argument patterns are used to algorithmically control the
generation of safety argumentatiarnen combined with the ability to automatically
allocate DALs. This process is illustrated by the diagram below:

]

i Local failure behaviour Pre-constructed
Function modelling Skt Ankinant
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~—
—

Model w/
Failure
Behaviour

Functional
Model
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structure for
preliminary safety
case
—~—
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Figure29 - Process of automatically generatingafety arguments (froni58])
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2.2.5

Matlab Simulink and HiIPHOPS are used to illustrate the process. Functional and
system modelling is performed in the former, while hazard analysis and local failure
behaviour annotation is performed via the #iBPS plugin. Reliability analysis (in the

form of FTA and FMEA) is performed on this model via HHOPS. On this basis,
DALs (or other forms of integrity levels) can be allocated across the subcomponents,
representing how the safety requirements are distributed over the system. Finally, the
model, analysigesults, and decomposed requirements are used in conjunction with a
given argument pattern to instantiate the (preliminary) safety case argumentation
structures.

Regardless of the exact technique employed, the ability to automatically generate safety
cass (or parts of them) from joint nominal/dependability models offers significant
advantages in ensuring that safety argumentation is comprehensitedate, and
accurate with respect to the underlying design models. Furthermore, by significantly
reducingthe effort involved, it means that the safety argumentation can be generated
much earlier and kept in sync with the evolving design during development, rather than
only being created at the end.

Digital Dependability Identities: a comprehensive approachd modetbased safety

Digital Dependability Identities, or DDIs, are selintained, analysable, and
composable models that combine all the information necessary to uniquely describe the
dependability characteristics of a component or sygt&dh Originally developed as

part of the H2020 DEIS projédt the motivation behind the DDI is to encapsulate
modetbased descriptions of all required dependability artefdcthazard and risk
analyses, fault trees, FMEAs, Markov models, texys architectures, safety
argumentation etad in a standardisednachinereadableform. A DDI can then be
composed hierarchically or otherwise connected to other DDIs to form a description of
an entire system (or even system of systems).

System S -ED
-EDD i m
Subsystem S1 . EDDI of * Subsystem S i
S m E

EDDI a system
g
EDDI
Component
m

EDDI of
a subsystem

EDDI
. Enmpnnent .
O Pm

Subsystem S1
5 EDDI EDDI
Component,
Cnm,lnjmem (J > 0 PE 0O
0O S5 EDDI
Component
EDDI 0 G
.

EDDI
Component

EDDI
Companent
.
m
Composition EDDI |
Composition

EDDI of
a component

EDDI
.

EDDI
Component

Figure30- Composition of DDIs

Because they capture all the necessary dependability properties into a single
standardised entity, DDIs can streamline the exchange and evaluation of information,
both within a developer organisation andtside the organisation (by providing a
limited interface that exposes pertinent data while hiding implementation detail). They
also serve as living dependability assurance cases, including both the dependability
requirements for the component, argumentshfmw they are met, and evidence (in the

31 https://www.dés-project.eu/
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form of safety analysis artefacts) to support the arguments. An example of this can be
seen below.

ETCS specification | DOMAIN | CENELEC EN 50128: Design
Subset-091: Safety Safety Standard

Standard ‘/ Train Localization: Function |
+ TargetFailureRate Failure Rate 1

Claim Demonstration: Activity Trackside System : System |

Failure Rate of Trackside Functions § L = 3
L,,trubsted dQart )<=0 GZe-O‘B[h HARA | <Wrong> Train Lo‘calizatiun Euro-Balise: || Euroloop: LEU:

as been demonstrated. : Malfunction System System System

| , T
Strategy Hazardous Event
- - Trackside Failure Propagation
Argument over sum of H1: Train Erroneously Localized Before .
o ) - Model : Fault Tree

occurence probabilities Commanded Braking Point: Hazard

of hazards of trackside J’

functions <= 0,67e-09/h - Other train on same track with opposite Wrong Train Localization :

driving directions: Situation Output Failure Mode

Claim + RiskAssessment:SIL 3 | + FailureRate = 0,18e-09/h
Failure Rate of H1 <= 0,2e-09/h

has been demonstrated. I

MCS1: MinimalCutSet

. Erroneous Eurobalise Erroneous Euroloop ;”mbag‘se —_E'_-"‘m'U_OP
Artifact Telegram interpreted as Detection as active: utzu;: 3:5' ! |'zat|on.
Quantitative Analysis correct : Failure Cause Failure Cause afety Function

of FT for H1

Failure Logic Measure

Figure31 - lllustrative DDI for a dependability assurance case

It is important to notehat DDIs are intended to be evolving artefacts and may assume
different forms and contain varying content depending on the intended recipient and the
current stage of the system lifecycle. Early DDIs may be more abstract, for instance,
becoming more deta@tl as the design evolves. Alternatively, DDIs could be divided
according to exposure: white box DDIs would be used for internal development,
containing (and exposing) all information; grey box DDIs could then be provided to
integrators/suppliers and woutdntain the same range of information but limit some of
the implementation details for the purposes of IP protection; and black box DDIs that
contain only the dependability guarantees could be employed in the field.

Experimental work has also been undestako apply DDIs at runtime as part of a
cooperative vehicle platooning system using ConSerts 4c22 [60]. Here, the

i nformation about the vehicles stored in
exchange conditional safety guarantees and a runtimetoriagi architecture to show

how systems can react dynamically to changing environmental conditions to maintain
safe operation. This paves the way towards the EDDI, or Executable DDI, as discussed
in Section 4.

Prototype tool support for DDIs already existghin the safeTbox and HiIFIOPS
tools, achieved via model transformation using the Apache FHrdmework.

2.2.5.1 The Open Dependability Exchange metamodel

Specification and standardisation of DDIs is achieved via the Open Dependability
Exchange (ODE) metardef*. The ODE comprises two main parts: the assurance case

32 hitps://thrift.apache.org/

33 https://github.com/DigitaDependabilityldentities/ ODE
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metamodel (a version of SACM, which has already been discus&attion2.2.4.3

and the product metameld(which models the system dependability information). In
effect, the ODE is therefore a superset of SACM with added features for system and

failure modelling.

Li ke

The Design package is intended for system architecture modelling. It defines generic

SACM,

t he

ODEGOGs

product

[¢ s N
ODE::Base
«enumeration» BaseFlement
TimeUnit attnbutes
enumeration liter: +id : long
Milisecond +name : String
Second +description : String
Minute
Hour -
Day keyValueMap
Week
Month 10..*
- KeyValueMap I.:'.'alues ' Value
0.t attnbutes
e +tag : Strin
Y - Sy +vaglue : Strging
\ F

Figure32- ODE::Basgpackage

met amodel

is the Basgpackage, which covers fundamental entities like IDs and time units as well
as an extensible keyalue map structure that can be employed to create custom
properties to store information not otherwise catered for by the rest of the metamodel.

C |

entities to describe systems, functions, components, ports to act as interfaces, and

connections between them:
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Configuration
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Figure33- ODE::Design package

Key elements include:

T

System representing a generic system and serving as th&\wepentity for

most of the other parts of the package. A System can have Ports and Signals
(representing its external interfaceand communication with the
environment/other systems), as well as subsystems (to create a hierarchy). A
System also maintains references to the failure models and possible
dependability standards associated with the system as well as the functions it
realises and requirements it fulfils.

Context which describes the operational context of the System (particularly its
expected mission time).

LogicalComponenandPhysicalComponeat LogicalComponents can represent
either conceptual or software components,levRhysicalComponents represent
implementation in hardware. Both are Systems in themselves, allowing the
system hierarchy to be constructed. PhysicalComponents may also contain
information on e.g. maintenance procedures and component lifetimes/lifecycle
stages.

Portsdefine the interface of a System or Component. They can have a variety of
types (data, energy, fluid etcas well as a direction (input / output / both).
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Assurance levels (e.g. SILs) can be assigned to Ports as can dependability
requirementsrad potential failures at that port.

Functionrepresents a conceptual or logical operation, thus supporting an earlier,
more abstract functional architecture before a more detailed implementation
becomes available. They too can contain-ulztions, Portsrequirements,
failure models, and most of the other paraphernalia of a System.

Signalsmodel links between two ports and typically represent some form of
communication or transfer, though the actual role depends on the context. For
example, a Signal betwa two Components could mean a service request /
provision pair, but between a Component and a Function it could represent an
implementation (i.e., the component implements the function).

Base
BaseElement
FailureLogic:

FailureModel
=

[ODE::FailureLogic

(ODE::Markov

FailureLogicPackage

MarkovChain
subliodels

L]

FailureMode!
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failurelodels
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utp
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7 z
<]
=i

a
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Figure34 - ODE::FailureLogic package

The FailureLogic package supports a variety of failure logic analysis approaches. FTA,
FME(D)A, and Markov analysis are directly supported with their ownpadikages,

but the entities could also be used to describe similar methods too (e.g. the Markov
padkage could potentially be used to represent other forms of state machine or other
probabilistic statdbased analyses).

Some elements are more generic and common to all three types. These include:

1 Failure is the key element of the package and represegeneric failure of a

functi on, system, or component Fai l u
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assurancelevel

from an external el ement and receiveoc
from an output Port, e. g. an oeniars si on
internal failure mode of the component/function). Failures also have a class (e.qg.
omission, commission, value, timing, gtso that input and output failures can
match, as well as a probability distribution (e.g. failure rate). Common cause
failures can also be represented using the isSCCF flag and a reference to the
common cause failure being represented locally by the given Failure.

1 FailureModel represents a type of analysis model (e.g. fault tree, FMEA). It
contains all the failures referenceg that model as well as the results in the
form of MinimalCutSets.

1 MinimalCutSetsepresent the causes of a specific Failure or set of Failures (and
are typically the outcome of an FTA).

The analysispecific packages then include further elements to sugipase analyses,
e.g. fault tree gates for FTA, States and Transitions for Markov etc.

Base:
BaseElement

A

I

Measure ) =
MeasureType ‘ MaintenanceProcedure

+intrinsicSafe! St:rm 57 "y , s
+safeGuard tSytrmg . o0 +activityDescription : String

S
+applierinformation : String ::gﬁrsnlz?:lgzztc}gusno&”;;rmg
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-L‘;ﬁ’:ﬁ;“if{?;c“"”g measureType +staffSkilLevel : String
T measureTypes +staffTrainingDescription : String

ray 0.* 0.* 0.*

1 | measures r — maintenanceProcedures
FaultToler M e Dy dabilityP:

TARAPackages

HARAPackages domainPackages

requirementPackages
0.* g% 0.*

0
Dependability:: HARA:: | [Dependabiity::Requirements:: | [Dependabiltty::Domain:: | [Dependabiity- TARA:: |
HARAPackage RequirementPackage ‘ DomainPackage | TARAPackage

measures

Figure35- ODE::Dependability package

The Dependability package is the overall package related to dependability requirements,
standards, ahrisk analyses. The key element of the base Dependability package is the
Measure which represents a planned or applied measure to support dependability
and/or ensure safety.

More extensive capabilities are provided by the variouspsulages. The Donrasub
package, for example, contains elements to describe relevant standards and definitions
of assurance levels.
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(ODE::HARA i

Base
BaseElement

S ——
Hazard | hazards m"un:tlonJ L

HazardTypeSystem |
FaiureLogic fallures o ) |

Failure g + +condition : String
hazardTypes
0.1 HazardType k-
o
hazardType

hazard RiskAssessment RiskParameter
- & | riskParameters ]
+relatedStandard : String 0.* |+argument : String

Measure

+lkelihood : String +severity - String | |+controlabiity : String

hazards HARAPackage riskParameters

hazardTypes

rskAssessments

hazardTypeSystems INNW ctions

0 0 0
Hazard | | HazardType HazardType System RiskA
|

Figure36- ODE::HARA package

The HARA subpackage contains the necessary elements to support a hazard and risk
aralysis. The key elements here are Hezard which here specifically represents a
situation involving loss of dependability with negative consequences, and the
Malfunction which is an unintended condition of a Function that causes one or more

Hazards. VHous risk parameters can be defined as part of the assessment and linked to
the relevant hazards.
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LegalContract
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The Requirement supackage, as one might expect, models dependability requirements
(including both safety and security requirements). A Requirement can have a source and
links to the failures and hazards that it is concerned with, the measures that address

Figure37- ODE::Requirement package

them, and any refined requirements that the Requirement can be decomposed into.

Finally, the TARA subpackage is used for modelling a Threat Analysis and Risk

Assessment:
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attackerGoals
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Figure38- ODE:: TARA package

The TARA package includes key elements such as the Asset (an important concept or
entity related to the operation of the system), Attacks (initiated by a ThreatAgent which
threaten an Asset), and Vulnerabilities.

Moving past the Dependability sydackagesthe Validation package specifies elements
to model a testingpased approach to validation. This is built around the idea of
TestExecutions that satisfy (or not) TestCases, which have a variety of TestParameters

and AcceptanceCriteria associated with them.
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ValidationPackage
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Figure39- ODE::Validatiorpackage

The remaining topevel packages of the product ODE metamodel are smaller and
include:

1 The Integration package, which integrates the various ODE packages together
and supports possible futuggtensions.

1 The Traceability package, which defines formal traces between SACM and the
product metamodel packages (e.g. for the purposes of linking evidence in
SACM or maintaining synchronisation).

1 The Environment package, which provides elements to idestite operating
context.
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2.3 SAFETY ANALYSIS IN SESAME

The overall goal of SESAME is to develop an open, modular, configurable, 4nodel
based approach for systematic engineering of dependablerohdti systems (MRS).

The unique challenges of MRB namely complexity, intelligence, and autonordy

all pose obstacles to that goal, and a holistic solution needs to tackle them all together
rather than coming up with disparate, disconnected answers to each problem.

At the core of any solution, therefore, thareeds to be a common foundation of
knowledge: a model or set of models that supports all the necessary activities to achieve
the goal. These models need to be compatible with each other, modular (to support the
open and distributed nature of an MRS), aedabplicable both at design time and at
runtime.

When it comes to dependability in SESAME, the key model is the EDDI or Executable
Digital Dependability Identity. Like DDIs, these are intended to be rmastd
artefacts that contain all the required degaility information about a given system or
componentd such as safety and security hazards, their potential causes, effects, and
possible corrective actions, as well as safety argumentation and information about the
system architecture itself. They shdubklso support any relevant dependability
activities, whether that be safety analyses, allocation of requirements, or synthesis of
safety argumentation. Unlike DDIs, however, EDDIs are intended to be fully executable
at runtime, capable of communicatingdaadapting to changing circumstances to help
ensure continued safe operation.

A modelbased solution to dependability and safety in particular is critical to developing
this capability. In particular, several of the tools and technologies discussed in this
section will prove valuable in this regard.

2.3.1 Application of MBSA at design time

While much of the focus in SESAME is on runtime capabilities, design time activities
are not neglected either. Although not all aspects of an MRS can be argued to be safe
purely on the basis of desigime analyses, thanks to the uncertainty inherent in their
dynamic, autonomous operation, there are aspects that can benefit from such a process
0 particularly those which are static or limited to a single platform.

Furthermore, meh of the work to ensure safety at runtime relies on a solid foundation
of prior dependability analysis done at design time: investigating possible hazards,
establishing potential causes and effects, hypothesising mitigation measures etc. Even if
some issas can only be solved at runtime, they have to be identified first before
solutions can be developed.

To this end, many of the MBSA techniques described earlier could prove invaluable. In
particular, tools and techniques that support compositional safetlyseés & like
HP-HOPS&6s support for FTA and FMEAleadpr s a
allow an integration between the nominal system architecture models and the models of
failure behaviour. They also provide some support for other activities thatroove of

the design lifecycle, whether that be in terms of decomposing requirements via the
allocation of integrity levels or in the generation of safety argumentation in the form of
safety/assurance cases. Additionally, some work has already been dmable these

tools to support the ODE and thus create DDIs.
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2.3.2

Use of such tools should enable us to:
1 model a system architecture at various levels of abstraction;
1 identify potential hazards;
1 develop and decompose safety requirements across the system;

1 annotate the model with failure behaviour and subsequently perform safety
analyses (whether static, such as FTA or FMEA, and dynamic, e.g. Markov);

1 verify that safety requirements are met and, if so, potentially generate safety
argumentation serautomatially.

Nevertheless, further work is necessary. Extensions to the ODE will be necessary to
support the additional features needed to better represent MRS, and this in turn will
necessitate modifications to existing safety synthesis and analysis algorithms.
Integration or communication with other forms of mod&lssuch as the Executable
Scenarios covered in WRS will help manage aspects that may not fall directly within
the scope of a system model, such as environmental hazards and variability in
operationatasks or operational context.

ODE extensions are likely to include (but may not be limited to):

1 More support for dynamic models, including generic state machines and
Bayesian networks.

1 Some degree of support for ML safety techniques.

1 Specification of rutime evidence monitoring requirements, e.g. types of data or
event to be monitored, trigger conditions.

1 Means to capture information about system and environmental variability.

1 More interconnections between different model types to support later runtime
diagnosis.

1 Significant extensions to support security analysis and runtime security
monitoring.

However, should such work be successful, it should be possible to provide
comprehensive support for development of dependable MRS throughout the design
lifecycle, from initial functional modelling and risk assessment to implementation
architectures and safety analyses to verification of requirements and assurance cases.

Generation of runtime artefacts

Though the generation of EDDIs at design time is a worthwhieawour in itself, it is
insufficient on its own to help ensure safe operation of MRS: it is also necessary to have
runtime capability in order to tackle the other challenges of intelligence and autonomy.
To that end, EDDIs capable of being executed atimento provide monitoring,
diagnosis, and potential adaptation capabilities are needed, and these will derive to a
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significant degree from the initial desigme EDDIs generated via the various MBSA
approaches.

While it may not be possible to completedytomate their generation, being able to
synthesise frameworks or templates that can then be augmented with additional
runtimespecific information will both save effort and ensure that the valuable
information acquired at design time is able to be tadantage of at runtime.

Although the runtime aspects of EDDIs are primaitig domairof WP7, they are also
touched on further iBection 4 of this document.
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3.1

THE CHALLENGE OF INTELLIGENCE

DEFINING THE PROBLEM

Artificial intelligence is not a new topi The term itself was first coined in 1956 by
acclaimed computer scientist John McCatfisd/] and the field began to develop across

the 1960s and 70s with work on neural networks, natural language processing, and
symbolicreas ni ng . The term fAmachine | ed@2pni ngo
though work in the field was already taking place before an umbrella term existed for it.
Three mairparadigm=f ML exist:

1 Supervised learning, in which tlpgogram attempts to learn general rules from
example inputs and corresponding desired outputs;

1 Unsuperviseddarning, in which the prograrms left to create its own structures
about input data;

1 Reinforcement learning, in which the program receives feedbaaleward
success or penalise failure.

Artificial neural networks, one of the most common forms of ML model, actually
predate the term artificial intelligence, originating in the 1940s as a form of
unsupervised learning and then evolving over the follgwitecades with the
development of backropagation and multayer networks for deep learning. Artificial
neural networks (NNs) are inspired by the biological structures of the human brain and
consist of a group of interconnectadurons typically organied in several layers as

part of a directed, weighted graph. Each neuron is represented by a node in a graph and
is generally connected to other nodes in the next layer by weighted links, with the
weight indicating its relative importance.

A neural network is then evaluated by assigning input values to the neurons of the first
(input) layer, and then using those to calculate the values of the next layer. This process
repeats for each subsequent layer until the values of the final outpuatayebtained.

The value of a neuron can be obtained in different ways, but typically involves
calculating a weighted sum of all inputs to the neuron and then applying an activation
function, such as the Rectified Linear Unit function (whHeetU(x) =max(0, x) [63].

Critically, during trainingNNs at asan adaptive system, meaning they are able to
change their structure (or weightings) based on the input to the network. In general
terms, this is thus how a neural netwadkl e ar ns 6 : sampl e I npu
compared to expected output, and the weightings of the network are adjusted
accordingly to minimise the deviation between expected and actual output. In this way,

a NN can be trained to generalise a tdslsuch as reognitiond from a finite set of

training data to unseen, reabrld data. Doing so is often more efficient than
developing an equivalent algorithm manually, especially since NNs can be tailored to
specific uses based on the training data provided.
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Figue 40- An example neural network (fronj64])

Neural networks can come in a variety of forms and have a range of applications. For
example, one of the most common forms of NN used for image recogaitidn
computer vision is the convolutional neural network (or CNN). More generally, deep
neur al net wor ks (or DNNs) are those in
between the input and output layers. DNNs are a typical tool used in deep learning, a
form of ML that focuses on artificial neural networks specifically.

It is only in recent years, however, that the potential for widespread usage of machine
learning in general and deep learning in particular has emerged. In many cases, these
applications aresafetycritical systems, such as environmental perception and self
navigation in robots or diagnostic support in the medical domain. There are several such
examples from amongst the SESAME use cases; for example, the ability of a drone or
robot to detecthte presence of a nearby human is important to prevent unintended
exposure to UMC light in theLocomotecdisinfection robot use case, and the ability to
detect fungal infection in crops via drone observation is a key element Dbthaine

Kox / Aero4l / luxSenserineyard use case.

Autonomous systems like MRS stand to benefit enormously from the potential offered
by ML & but only if the artificial intelligence can be trusted to perform sgi@b).

While performance of ML alg@thms continues to improve, safety assurance is perhaps
the key challenge to be overcome before ML solutions to such problems can find
widespread acceptance.

Part of the reason for this is that one of the fundamental problems facing ML
proponents is thathe decisions made by ML components are both opaque and
inherently uncertain. While this uncertainty can never be entirely erased, methods for
guantifying the degree of uncertainty would at least provide some measure of
confidence in the results and alldar requirements on ML safety and performance to
be more easily verified. One key aspect of this is the propentghofstnessi.e., the
quality of a DL model such that its decision is unaffected by small perturbations of its
input [66]. Even highly accurate neural networks can be fooled imaledadversarial
exampleg67] 8 taking a correctly classified input, applying a slight modification to it
(e.g. random noise), and receiving an incorrect classification as a result.
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Figure41- An adversarial example leading to a misclassificatiin

More gererally, even the best trained DL model would likely be unpredictable in the
face of unexpected input it had not been trainedfadata which iout-of-distribution

(or OOD) [68]. The ability to detect such input and assigrow ktonfidence to the
ensuing decision at least enables the system to warn of potential risk in such cases.

This latter point touches on another important aspect of ML safety: that of
explainability As mentioned earlier, one of the issues with ML companisrthat their
behaviour is largely opaque; they are not like manually crafted algorithms, where the
underlying code can be examined, and so it can be difficult to know why they behave as
they do. Finding ways to explain and justify the decision madeNiy an the basis of

its input helps reduce the opacity of the ML component, thereby improving trust. This

l atter quality i s0 exglanabteiAlmes ter med &6 XAI 6

The ability to determine the accuracy (and thus safety) of ML components, as well as
explan their reasoning, is a vital step towards the effective assurance and regulation of
Al in safetycritical applications. A safety requirement is of little use if there is no way
to determine whether or not it has been upheld, and safety argumentatitficu# ¢
produce if there is no explanation behind the behaviour of the system in quéstion.
analysis of the ISO 26262 methodology, for instance, found that up to 40% of software
safety methods are not directly applicable to ML mof&33. Consequently, until such
methods exist, it is also hard to develop suitable standards to govern the use of Al
enabled safetgritical systemg70].

3.2 STATE OF THE ART: SAFETY OF MACHINE LEARNING

Unlike traditioral system safety, which has had decades of development across a wide
range of domains to produce tried and tested analysis techniques such as FMEA or FTA
and weltregarded paradigms like MBSA, ML safety is still a new and evolving field.
While many approdees have been proposed, they often focus on different goals or have
a relatively narrow applicability (e.g. a specific type of model or a certain type of input).

The table below provides a summary of some relevant research in the field. Afterwards,
key exanples will be discussed in further detail. The table indicates whether an
approachismodd peci fic (i .e., needs access to t
structure) or modehgnostic (i.e., treats the model as a black box and requires only the

34 http://machinelearningintro.uwesterr.de/attaoksml-models.html
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inputs and outputs), the type of input (e.g. images, tabular/numeric data), the type of
task (regression or classification), and whether or not it can operate at runtime.

Table3 - Summary of various ML safety approaches

Approach

Features

Access
Type

Input
Type

Task
Type

Run-
time?

DeepCer{71]

Aims to verify the robustness of DNN image
classifiers in terms of sensitivity to imagased
perturbations, e.g. blur, haze, contrast etc. Inst
of measuringmall pixé variations, these
contextuallyrelevant perturbations are encoded
and quantified specifically. Demonstrated via
integration with the Marabou DNN verification
toolbox.

MS

No

Deeplmportancy
[64]

Presents aystematic methodology for DL testin
with new Importancériven Criteria. This allows
a layerwise functional understanding of DL
component® the causal relationships between
neurons®® and thus makes it possible to assesy
semantic diversity of a teset in terms of testing
important neurons ( in effect, a form of test
coverage). Has an open source tool.

MS

T/l

R/C

No

Marabou[63]

A verification tool that can query fully connecte
and convolutional DNNs to provide a reability
and robustness assessment for a given neural
network. Requires internal knowledge of the DI
to work as it performs a lazy search to locate
solutions to no#linear constraints on the model.

MS

T/l

R/C

No

NN-
Dependability
[72]

Proposes new dependability metrics to measur
effect of uncertainty elimination in the ML/DL
lifecycle. Also provides a formal reasoning eng
to guarantee ML/DL behaviours.

MS

TIITS

Yes

ReAsDL[70],
[66]

Focuses on the impact of the operational profilé
robustness. Divides the input space into small
and evaluates the reliability of the ML/DL base(
on robustness and operational profile of those
cells. Prototype tdaavailable online.

MA

No

Safe Al
[73],[74],[75].[7
6]

A collection of related approaches, e.g. DiffAl,
DL2, Al?, PRIMA etc. Their mairfiocus is on
possible perturbation to the input space
(adversarial examples) and providing robust, sg
and interpretable solutions and certifications.

MS

T/

No

SAFEDNN
[77]

Investigates the property inference in DNNs as
part of the verification process. Combines

supervised and unsupervised learning by

MS

T/l

No

23 December 2021

Version 10
Confidentiality: Public Distribution

Pagerl




@

D4.1 Safety Analysis ConcephdMethodology for EDDIdevelopment FOSESAME

Approach Features Access| Input | Task | Run-

Type | Type | Type |time?

augmenting the feature space of the (supervisg
DNN with features extracted by an (unsupervis
spiked neural network, inaesing robustness of
the DNN.

[68]

Safeguard Al | Calculates probability for otgf-distribution input| MS C No

as confidence loss and adds that probability to
existing loss function. Intended for use during
training by icentifying OOD samples and
generating improved training data using a GAN
minimise confidence loss.

SafeML[78] Uses statistical distance measures to quantify { MA [T//IG®| C | Yes

distributional shift. Then estimates the accuracy
updates the uncertainty, and evaluates reliabilit

3.2.1

Uncertainty Focuses on three main ML verification domaing MA T/ C No
Wrapperd79], |model performance, input quality, and scope
[80] compliance. Provides a set of useful functions t
evaluate the existing uncertainties in each step
Key:

1 MA/MS = Modelagnostic / Modebpecific
1 T/I/TS/G = Tabular numeric data / Image data / T-seees / Graph data
1 R/C = RegressionClassification

Most of the approaches in the table are magelcific, meaning they require internal
knowledge of the DNN to operate. While this can yield mordepth information, it

also limits the applicability of the approach and generally increhgesomplexity in

the process. Modelgnostic approaches, while potentially less expressive, require only
the inputs and the outputs (e.g., test data and resulting classifications), meaning they can
be applied to a wider range of DL components, includimase¢ where access tbe
underlyingmodel structure is not available.

The ability to operate at runtime is also valuable in a SESAME context, though few
approaches allow this.

Maribou

Maribou [63] is a DNN verification and amgsis toof® which builds on an earlier
project called Relupek81]. Both transform the problem of DNN verification into a
constraint satisfaction problem and use an $MBsed, lazy search technique to obtain

a solution that megs the given constraints. Ndinear constraints are treated lazily as it

is possible that they may prove to be irrelevant and thus do not need to be addressed.

% Use of graph data input for SafeML is still in early development
% https://github.com/NeuralNetworkVerification/Marabou

37 satisfiability Modulo Theories
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Maribou further attempts to simplify the ndinear constraints by deducing new facts
about tkem.

Maribou has native support for fully connected convolutional DNNs. Unlike its
predecessor, it is not limited to only Reladtivation functions. It also has support for a
divide-and-conquer approach to solving, in which an initial time limit is set; should this
timeout be reached, the input query is decomposed into furtheusuies (with a new,
larger time limit) and eachkub-query is then processed individually (and potentially in
parallel). A simplexbased linear programming core is used as the internal solver while
input queries can be obtained via text format or via a TensorFlow model; similarly,
properties can be praled via text format or compiled into the solver via Python code.

MARABOU

f

Input Search:

| Piecewise-Linear Constraints | -

7 \ -
) <

Deduction: S

Constraint-Level Reasoning UNSAT

Network-Level Reasoning

Figure42 - Components of the Maribou tool (froni63])

The tool treats each neuron as a variable, and thus attempts to find an assignment of
neurons that satisfies the constraints. Lower and upper bounds are also maintained for
each variable over the process, and in each iteration, variable assignmentssiesl ad]

to attempt to correct any violated constraints. The loop is guaranteed to eventually
terminate, although only for activation functions that are piecelvisar. The
deduction mentioned earlier helps to tighten and refine the upper and lower b@unds v
networklevel reasoning.

As Maribou is a mode$pecific technique, it requires internal knowledge of the DNN in
guestion.

3.2.2 ReAsDL

The ReAsDL approag¢ii0] is an attempt to address the potential impact of operational
profiles an DL robustness. Operational profiles are a concept that originates in software
testing; an operational profile is meant to quantify how software will be operated, thus
allowing testing efforts to be focused on the parts of the software liable to behased t
most.

Robustness, as defined eatrlier, is the property of a DNN to resist the effects of small
perturbations of input on its decisions. This can be framed as saying that all inputs in a
particular region have the same predicted label. If there aresinptiat region which
receive a different classification, then they are adversarial examples that reduce
robustness. Note, however, that robustness is not necessarily the same as reliability or
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accuracy: a DNN that always outputs the same classificatioarfy given input is
perfectly robust, but hardly reliable. Robustness only translates into reliability if the
classifications produced are accurate with respect to the ground truth.

Robustness is heavily impacted by theeparation property, i.e., thesthnce in the
input space between input data points with different ground truth labels. This is
intuitive: if there are larger differences between inputs with label X and inputs with
label Y, the DNN is more likely to be robust; conversely, if theretike |difference
between them, then robustness is likely to be reduced.

. o g A - . 2 ‘Q ", ~
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(a) not r-separated (b) r-separated

Figure43- R-separation (from[70])

ReAsDL takes advantage of this concept via the use of partitioning. The input space is
divided up into cells according to theseparation value. There are three types of cell:

1 For cells with existing test data points (i.e., inputs from the training set) that
share the same ground truth label, the ground truth of all futurevcell inputs
in that cell is based on that of the test data. For example, if all test inputs in a cell
C have ground truth labe{, then ReAsDL assumes that all future input€in
should also have lab#l

1 For cells without any test data points, ReAs@ls sumes t hat t h
classification is always correct (in the absence of any evidence to the contrary).

1 For cells with test data points with mixed ground truths (€gcpntains test
data with labelsX andY), the estimated accuracy is set to 0 as rssexvative
measure.

In this way, the problem is decomposed into a series epratiiems: given celC with
known (or assumed) ground truth labglwhat is the probability of a random input in
that cell being misclassified? Then the operational profireept is essentially used to
estimate the probability that an input will be in a given cell, which is derived from the
original training set as a kind of weighting factbrdetermining how many data points
are in each cell and assuming the same holdddrdere data. The more likely a cell is

to contain a future input, the bigger its impact on the overall robustness.

The assessment itself involves generating further test data using Monte Carlo methods
to see how many match the predicted classificatiantie given cell. The original
training data is effectively used to seed new test cases around them in the input space,

Pager4

Version 10 23 December 2021
Confidentiality: Public Distribution



©SESAME D4.1 Safety Analysis ConcephdMethodology for EDDIdevelopment

and the expected classification of the new test data is based odithence and the
seedbds ground tr ut hstheraftre d sumn@toe of adwlreliable | i a
each cell is estimated to be combined with how frequently an input is expected to
belong to that cell.

ReAsDL is modelgnostic and designed for prained DL models. By analysing data
input and model output it camgield pessimistic estimates of the probability of
misclassification per input with confidence levels.

3.2.3 SafeML

SafeML*®is a framework for the exploration of techniques for safety monitoringaef m

chine learning classifiers at runtime. By using statisticahdise measures, the aim is

to be able to evaluate and quantifyd the difference between a given operational i

put and the trained contejt8], [82]. By doing so, SafeML can
dence measured6, i.e., how confident we ¢
how similar it is to the original training context. If the confidence is below a given
threshold, mitigating actions can be taken in response, such as revertimgetcae

state and/or disregarding the classificationthis sense, SafeML can therefore be used

to monitor the uncertainty in the operational context of the ML system; whenghe sy

tem is operating out of its intended context, SafeML can warn us.

This bag concept is illustrated below.

38 https://github.com/ISorokos/SafeML
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SafeML for Classification
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Figure44 - SafeML concept

ML classification algorithms such as DNNs are typically employed to categopigts.

The nature and purpose of the categories varies according to context. For example,
the medical domain, the purpose of the classification is often to detect abnormalities
based on exceeding normal ranges. In other cases, such as object recognitionaclassific
tion is often used to distinguish between classes of object or detect semqeeof a
given object (such as people or cars).

As described earlier, when theseparation is low, classification errors become more
likely because there is less conceptual distance between inputs that ought to réceive di
ferent classifications. The djeam below illustrates this with a very simple example:
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Hypothetical Measurement Probability Density Function by Classes

7N

(e

- (a) (b)

Figure45 - Overlap between classedrom [78])
On the left, we see a range of input measurements given to a cld3siiibere

o~ 6a@id® ¢ pnn
Oo PRV .
6 & cgid®@nme ¢mm

The threshold between classes is shown as the red dotted line but note that there are a
few inputs that cross the threshold yet belong to the other élassducing the
separation. Because of thieetprobability distribution functia(PDF) of the true ck&

ses overlap, as seen on the right of the diagram. It is this kind of overlap that makes
misclassifications more likely, whether they be false positives (incorrectly identifying
something as a giveclass) or false negatives (failing to identify something correctly as

a given class). It can be shown therefore, d38h, that there is a relation between the
probability of error and the statistical difference betweenctiraulative distribution
functions (CDFs) of two given classes. Because of this, Empiricatt@z3Ed statistical
measures can be used as a yardstick for the probability of error of a given input, and it
is on this basis that SafeML functions.

Examples ofthe distance measures employed include Kolmor&gyowrnov, Kuiper,
Wasserstein, and Cram¥pn Mises, as illustrated below. Because these various
measures assess different aspects of the E&€Dd&g. maximum distance, sum of the
maximum distances in bothrdctions, or the area between the two (continuous or
stepwise) they are used together to create an overall picture, thus minimising the risk
that a single measure might cause an error.
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Kolmogorov-Smirnov Distance
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Figure46 - Example SafeMECDF distance measures
The following flowchart shows the SafeMprocess in its current statén this
flowchart, there are two main phaseg:the training phasewhich is an offline or d-
sign time procedureand 2) the runtime phasewhich is an online oreattime proe-
dure.
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Figure47 - The SafeML process

In the training phase, it is assumed that there is a trusted dataset that has been certified
by a group of safety experise., so that the true classification of the datenown The

trusted dataset is needed to make sure that dataset labelling itself does not add any fu
ther uncertainty to the SafeML calculation.
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Given the trusted datasehe chosen ML/DL algorithntan thenbe trained and its
performance can be evaluated through existing key performance indices such as
accuracy, fiscore, area under ROC curve, etc. If the selected f&itlso meet the
desired leved, the training phases repeated until the trained modehobes a certain

level of performance.

Having obtaineda highperformance model, the next step is to check the explainability

of the trained model. For checking the explainability we would apply our novel
explainability approach called SMILEeeSection3.2.5). There should be a trusted
groundtruth for explainability to be able to measure the model explainability KPIs.
With a model with high level of accuracy and high level of explainability, Safedi

store statistical parameters and a trusted datasietregards to the true label of each

cl ass. I n addition, iledt hsamplumbeér aaod min:
ex pl ai n e darestaredpd ke sused for reliability evaluation of the ML/DL
classification task.

In the runtime phase, a buffer is udedstore a certain number of samples to perform
statistical analysis. Once enough samples have been collected, they are fed to the
trained classifier to get the predicted labels. Based on the predicted labels, the statistical
parameters (e.g. ECDF) of tlellected data will be extracted. The extracted ECDF
from runtime and desighme are then compared using various statistical distance
measures, such as those described earlier. Furthermore, a bedmisedppvalue
evaluation is executed for each statel measure to make sure their values are valid.
Any invalid statistical distance measure will be filtered.

The statistical distance measures can then be compared to a desired/expected
confidence level threshold. Based on the result, the reliabilitijigoi@t the system is
updated accordingly. There will be three main choices:

1 If the result is acceptable (i.e., the confidence threshold is achieved), that means
there is no distributional shift in the incoming data and the output of the trained
classifie can be accepted with high confidence;

1 If the result is not acceptable but very close to the threshold, the system may ask
for more data (e.g. a second or third reading);

1 If the result is not acceptable and falls well below the threshold, a proposed
humanin-the-loop procedure can be applied. It should be noted that the decision
of the human or expert in this scenario can be stored in the system as trusted
data and it can be used to improve the system in the future.

SafeML has been applied to a vayietf different case studies and different types of
data. This includes artificial tabular/numeric data, security logs to detect DDoS attacks,
and image recognition, as in the case of traffic sign recognition for autonomous
vehicles[82]. Because SafeML is a moemjjnostic technique, it does not require in
depth knowledge of the ML model in question, whether that be a DNN or something
else. Neverthelesg, does require some adaptation to the type of data. For image data,
for exanple, the images were converted to flattened vectors, allowing-yigel
ECDFbased comparison.
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How best to determine the acceptance distance/confidence thresholds in a systematic
manner remains a subject of investigation. So far, acceptable distagsleotds have

been specified only in terms of correlation to accuracy based on trusted datasets. If a
method for systematically determining such thresholds can be found, it can be
integrated as part of a wider ML quality assurance process, helping to enprerall
performance of the approach.

3.2.4  Uncertainty Wrappers

Uncertainty Wrappers (UWSs]80],[79] address the unpredictable response of ML
models by structuring this uncertainty in terms of a layarathematical model, as seen
in Figure48.

The model fit layer refers to uncertainty originating from inherent limitations of
creating ML models. Such limitations can be assessed as part of the typical testing
approach applied as pasf ML model development, and include evaluation by metrics
such as accuracy, precision, recall, and the F1 $88e

The input quality layer refers to imperfections in the quality of the input provided to the
ML model durng its operation. As an example of such input quality defects, we can
consider an ML model trained to identify objects and is provided with images as visual
input. If the images are provided by cameras whose lens have been damaged or have
accumulated occlling debris e.g. condensation, sn@wgdust, then these imperfections

in the images may lead to the ML model not recognizing objects in them.

Finally, the scope compliance layer refers to uncertainty due to applying the ML model
in conditions it was notrained for. For example, training an ML classifier to recognise
vehicles using images from a specific region (e.g. urban environments), may lead to the
classifier being unable to recognise vehicles in areas where the landscape differs
significantly (e.g. sowy rural highways).

Scope Compliance

Input Quality

Figure48 - Uncertainty Wrapper Layered Model

To apply UWSs in practicef-igure 49 shows how the outcome of an ML model (aka
DataDriven Model) can be enhanced. In the example considered by the figure, the
overall component (aka Dariven Component) is intended to deteetipstrians from
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relevant input and context information.
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Figure49 - Uncertainty Wiapper wraps a Datdriven Model(from [79])

Specifically, within the component using the ML model, UW-sutdels for addressing

(e.g., corners of

input quality and scope compliance are added. These correspond to the (Input) Quality

Model and Scope (Compliance) Model seen in the figure. Both of thenedklsmay

consider sets of their own suodels as factoruality-Impact and Scope Compliance

Model) that should be considered when assessing the quality of the input or the
determination of the application scope. Besides the input to the ML model and the
conextual information made available to the UW sunbdels, a usedefined

confidence level is also specified as part of the enhancement, as seen in thddibttom

of the figure This confidence level is used to determine, based on the Uvihsdeél

outputs, a uncertainty estmat e on t he MLie,nonduadertais isitsut c o
response for the given inpdh this sense, uncertainty is defined by the likelihood that
the ML model outcomes are incorrect, with the djdherated estimate providing a

justifiable upper boundary for the given level of confidence.

Per [79], to construct a uUw, a

will be observed and provided as input to the ML model during operation. For each
dataset sample that will be provided as input to the ML model, the corresponding

abell ed

dat e
application scope is needed, meaning it should be consistent with the conditions that

correct answer for that sample needs to also be provided. If this is not directly possible,
then at least a definition of correctness is needed, so that the ML model outcomes can
be evaluated on demand. Given such a representative dataset, appropriate data quality
be specifie

and scope factor model s can
impad and scope models accordingly.

Quality factor models can be specified for a given application based on domain

knowledge e.g. by understanding the impact that runtime environmental conditions may

have on the input data quality e.g. rain, light, tempeeagéic. Quality impact models

are responsible with providing the

estimate, by accounting the results across all quality factors (as given by their
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corresponding models). For this purpose, an informajan-based decision tree can

be trained to cluster similar uncertainties together. The tree can be trained to classify the
ML model 6s out c ome correctness (as est .
dependent on the quality factor model outputs.

Scope factorsan range across:

1 Boundarybased factors, which specify valid ranges for specific model inputs e.g.
geol ocation within a countryo6s borders

1 Conditionbased factors, which model multivariate concepts e.g. temperature at a
given geolocation

1 Novelty-detectingfactors, which aim to detect conditions that are outside the target
application scope butwent undetected by the other factors. The default option
discussed by the authors|[ifQ] involve the use of -tlass classification, wine an
ML model is created to determine whether a given sample belongs to the class (i.e.
is within the target application scope) or not (i.e. outside the scope). As a
complementary option to the existing approach, SafeML, presented previously in
Section3.2.3 could potentially be used for this purpose as well. We aim to further
explore this potential synergy over the course of the SESAME project.

Scope factors can be combined by a corresponding scope compliance model based on
whether each factor considers the ML model input to fall within the target application
scope or not. The detailed specification of the scope compliance model requires domain
and/or application knowledge to yield high precision. That being said, with some
simplifying assumptions, an example of a basic scope compliance model can consider
the ingstopedtwhen any one of its scope
detailsare discussed if80].

A UW tooling framework for creating and validating UWs has been developed in
Python, and is compatible with the popular sei&itrr*® opensource Python package
for ML [79].

As a brief example of how UWs can be employed for uncertainty management of ML
models in dependabilitgritical systems, the authors [j84] provide such an example

for handling uncertainty of ML models used in autonomous vehidh their example,
autonomous vehicles maintain distance from their predecessor in traffic through the use
of kinematic models that also account for a minimum safe-irgbicle distance, given

the operational conditions e.g. road friction. Howeverthg road friction or other
relevant conditions were being estimated by ML models, the uncertainty of the latter
may introduce risk of underestimating the minimal safe distance. The authors proceed to
demonstrate how UWs can be constructed to provide iald8f safety margins that
increase as the uncertainty of the ML model increases, thereby increasing the inter
vehicle distance in such cases.

We anticipate that MRS are likely to feature similar concerns when faced with their
own kinematic and other dems challenges that depend on input from ML models e.g.
when determining whether to turn on the {@Mamps given the lack of detected people

3 https://sikit -learn.org/
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in view of the lamps. We intend to explore the potential of UWs further in similar
directions as part of the SESAMEr oj ect 6 s ongoi ng wor k.

3.2.5 Explainability of ML

As described earlier, one of the shortcomings of machine learning models is that they
are generally black boxes: whether their decisions are correct or not, it is not easy to
understandvhy those decisions wemade. Such explanations are, however, critical in
determining the trustworthiness of ML models. Explainability also helps with the
development of models; if we can see and understand the cause of errors, we can
attempt to correct them.

Although explainability of ML is still a nascent field, two approaches that work towards
achieving it are described next.

3.2.5.1 LIME: Local Interpretable Modelagnostic Explanations

Local Interpretable Modedgnostic Explanationd known as LIMES is a model

agnostic algrithm that aims to explain the predictions of an ML model by
approximating it locally with an interpretable mod@&b]. ALocall yo, in t
LIME, meanslocal fidelity; while an explanation separate from the modellfitées in

the case of all modelgnostic approaches) by definition can never be 100% faithful,
local fidelity means that it corresponds to the model behaviour in the vicinity of the
instance being predicted. This means that features which are less impuoetal may

be more important for the given explanation, or vice versa.

The other key objective of LIME idnterpretability, i.e., providing a human
understandable explanation of the relationship between input variables and the ML
model 6s r eisignoNote that makingdteasy to understand is prioritised over
comprehensive coverage; rather than showing a bewildering number of input variables,
for instance, it may limit it to only those that are most important or have the biggest
impact, to makehe relationship easier to follow. This priority sets up a tension between
fidelity (a comprehensive explanation would cover all factors) and interpretability (i.e.,
ease of understanding).

To achieve local fidelity in its explanations, LIME randomly séaphe local context

of a given input needing to be explained. These samples are then weighted by the
distance between them and the original instance/input. From these, an explanation that
is locally (but not globally) faithful is generated. This prodssfiustrated in the figure

below.

Pages4 Version 10 23 December 2021
Confidentiality: Public Distribution



+ SESAME

D4.1 Safety Analysis ConcephdMethodology for EDDIdevelopment

Her
comp

!

I
+

I
+ @

44 @
-H'.'I |
] @ o®
|

/
I

Figure50- LIME example (fronf85])

e, the model 6s decision function 1is
lex to be represented linearly (at least globally). The bolded red cross indicates the

instance needing to be explained. LIME then randomly samples other instances
(represented by the other dots and crosses), asks the model for their predictions, and
weights them according to distance (here indicated by relative size). The dashed line is
the learned explanatiod one that is interpretable, since it is an easitylerstood

linear function, and locally faithful to the instance in question.

More

1)

2)

3)
4)

generally, the LIME process is as follows:

Generate random samples and feed them to the black box ML classifier to get the
predicted labels.

Calculate the Euclidean distance betweea given sample and each randomly
generated sample.

Using a kernel function, the calculated distances can be mapped to weights.

Having a set of positions, predictions, and weights from previous steps, a
weighted linear regression can be trained andaédficients can be used as the
local explanation for each feature and each class.

The following figure illustrates the overall view of the procedure explained above.
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Figure51- An example of how LIME works

Since it is modehgrostic, LIME is not restricted to a given model. Consequently, it has
been applied to a variety of models, including4exsed and imageased problems.

SMILE: Statistical Modelagnostic Interpretability with Local Explanations

Understanding and predicgnthe behaviour of machine learning algorithms through
explainability and interpretability is one of the vital steps towards making them
dependable. LIME is one of the wédhown approaches that has received significant
attention in the field85]. However, it is proven that this approach is able to be fooled
by adversarial attack86]. To make this approach more robust to adversarial attacks
and more reliable, were currently developinga new appsach called SMILE:
Statistical M odelagnosticl nterpretability withL ocal Explanations(with publications

to come) The proposed approach uses the same overall procedure as LIME but makes it
more robust by modifying its weight calculation and embeddingirezapcumulative
distribution function (ECDFpased statistical distance measures.

SMILE supports tabular (numerical), image, text and gizgded datasets and its
capabilities and performance have been measured through various examples. In
addition, therobustness of SMILE against adversarial attacks is tested and compared
with LIME and SHAP SHapleyAdditive exPlanations[87], [88]) and it is shown that

it is more robust to such attacks. It should be noted that SMILE is capable of dealing
with both classification and regression tasks and it is completely ragdektic. Thus,

the approach can be applied to any machine learningtalgorRegarding grapbased
datasets, it can perform nodedge,and feature explainability with a high level of
consistency and faithfulness.

SMILE for tabular/numeric datasets
Similar to LIME, in SMILE, for a given sample, the local explanation candmeigted
using the following steps:

1) Generating random samples and predictions as with LIME.

2) For each randomly generated sample, the other samples in its vicinity are found and
the expected value of their labels (machine learning predictions) is calculated.
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3) In comparison to the LIME approach, instead of calculating the Euclidean distance,
the ECDOF-based statistical distance between two sets: a) given sample plus some
random samples around it and b) each randomly generated sample and some random
samples around it.

4) Using a proper kernel function, the calculated statistical distances can be n@apped t
weights.

5) Similar to the LIME approach, having a triple set including positions, the expected
value of the predictions and weights from previous steps, a weighted linear
regression can be trained and its coefficients can be used as the local exptanation
each feature and each class.

The following figure illustrates the overall view of the procedure explained above.
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Figure52 - An example of how SMILE works

SMILE for image datasets

This idea can be expanded further for imagel textbased datasets. In the distance
calculation part, instead of using cosine distance between a vector representing each
perturbed image or text and a vector representing the original image or text (as in
LIME), we can use the ECDPBased statisticatlistances. The result shows more
accurate results for image and text explanations.
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Figure53- SMILE flowchart for explaining imageased classification or regression

The figure above delineates the flowchart of SMILE for thagebased dataset (either
classification or regression tasks). In this figure, it is assumed that we already have a
trained image classifier (e.g. a trained classifier for traffic sign recognition). For each
input image, its supequixels will be extractedto reduce the SMILE distance
calculations and make it faster. Based on the nunobbedetected supgpixels, K
number binominal random perturbation vectors are generatdéctor that impacts the
scalability, accuracy, and consistency of the approgek element of a perturbation
vector represents the status of a corresponding guyar (0: means the supeixel
should be off, and 1: means the supixel should be on). So, based on these
perturbation vectors, K perturbed image can be generated aedcloione of them, we

can get the prediction from the trained machine learning algorithm (e.g. image
classifier).

The ECDF-based statistical distance measures can be used to generate the distance of
each perturbed image from the original sample. A prkparel function can be used to
convert statistical distances into weight valuBse kernel function maps the distance
values to the weight value that can be used in the weighted linear regression. In SMILE
we have usea@d Gaussiarkernel function with hypeparameters of epsilon and kernel
width. The accuracy of the explanations can be tuned with these-pgyzeneters. It

should be noted thdlhe effects of usingther kernel functiondlike Weibul) will also

be investigated.

Having a triple set of partbations, predictions and weights, a weighted linear
regression model can be trained as a surrogate model. By sorting the coefficients for the
trained weighted linear regression model, M syprels that gained bigger coefficients
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can be selected and pented as explainability. Therefore, those M sygpegls can
show which part of the i mage has more i m

SMILE for Text Datasets

Similar to the flowchart above, the texased version is illustrated gure54. Instead

of finding supeipixels we have some functions for text jpr@cessing. Also, to
compare perturbed text strings with the original one with E@B$ed statistical
distance measures, we need to use word2vec embeddings. In our implementation, we
hawe used Gensim Word Embeddings. The rest of the procedure is the same as

explained for image datasets.

Input Text Str
¥
Text Pre-processing
v
Creating K Number of 0/1
Perturbations Sets
¥
Remove words from the input
text based on Perturbations

¥
Using Trained Classifier to
Predict the Label

l
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!

Using Kernel Function to Map Distances to
Weight Values

All Permutations
Used?

Fitting a weighed linear regression model using
'| Perturbations, Predictions and Weights
v

Selecting M Words that Gained
Bigger Coef. In the Regression

Figure54 - SMILE flowchart for explaining texttased classification or regression

SMILE for Graph Datasets

The implementatiorof SMILE for graph datase@® or in other words, for explaining

the decisions of graph neural networksis a bit different. In graph datasets, we can
have node, edge and feature explainability. The feature explainability part is similar to
tabular dataset However, for node and edge explainability, we need to find a way to
calculate the Cumulative Distribution Functions (CDFs) of each graph to calculate
statistical distance measures.
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3.3

To do so, we have used the idea of Shimada, g3%lto create CDFs from given N X

N adjacency matrices. The generated CDFs are based on the cumulative distribution of
elements of the™ eigenvector. The original method used Kruglov distance to measure
the statistical distance between two eiéint graphs or sets of graphs. In SMILE, we
have used the Wasserstein statistical distance measure instead.

Figure55illustrates the proposed overall procedure femayating the explainability for

a given input graph and a given graph neural network. Each graph has two main parts
including the feature matrix and adjacency matrix. In the middle of the figure, we have
a perturbatiorbased mask generator which can gateerandom binary numbers with

the length of features, edges or nodes. Depending on the type of explainability (node
feature, edge, or node explainability), the perturbatiased masks can be used to, for
example, remove a mask or remove a node from rilgenal graph and generate a new

set of perturbed graphs. Using the aforementioned method, the statistical distance
between each perturbed graph and the original graph can be calculated. Moreover, the
calculated statistical distance measures can be cedvést weight values using a
Kernel function. Also, the perturbed graphs are given to a graph neural network to get
predictions. With triple sets of weights, predictions and perturbations, a weighted linear
regression can be fitted as a surrogate modeltarbefficients can be used for graph
based explainability.
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SAFETY OF MACHINE LEARNING IN SESAME

Machine learning already plays an important ialenany robotic systems and is likely

to increase in prominence. As explained earlier, this makes it vital to develop methods
to assess and understand the safety of ML models where they are used as components in
safetycritical systems like MRS. As suchegiendability assurance of Al components in

MRS is one of the areas where SESAME intends to push beyond the state of the art.

Several of the use cases in SESAME feature ML components already:
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1 The Locomotec use case, Disinfection of Hospital Environmenitg) i&bbotic
Teams, makes use of ML for the purposes of human detection. Given the
hazardous nature of the U¥ light being projected by the robots for the
purposes of disinfecting surfaces, it is important to be able to detect nearby
humans in the environme in order to switch off the lamps and prevent
inadvertent irradiation of unfortunate passersby.

1 The Domaine Kox / Aero4l / LuxSenseise case, Autonomous Pest
Management in Viticulture, likewise makes use of object detection (for cars and
people) to avoidchaving drones inadvertently spray them with fungicide. ML
models like convolutional NNs, Support Vector Machines, and Random Forest
classifiers are also used to evaluate the vines and detect problems such as fungal
infections or pest infestations.

1 The Cyprus Civil Defence / KIOSuse case, Power Station Inspection using
Autonomous MultiRobot Systems, may also make use of ML models to help
detect anomalies during routine inspection of the power station and to identify
people or vehicles in hazardous enmim@ents during emergency situations.

Given the widespread use of ML models, frequently in critical scenarios (e.g. the person
detection in the Locomotec use case), there are ample opportunities for application of
ML assurance methods. Of the approachescudised in this section, SafeML,
Uncertainty Wrappers, and SMILE all offer the potential for significant advancements.

SafeML and Uncertainty Wrappers are both designed to provide confidence levels in
the classifications or decisions of an ML model, tHotigeir precise approaches and
other features varAlong with Deeplmportance from the University of Yorkey may

be employed during testing phases during development, both to evaluate the training of
the ML models themselves and also to assess perfoemdnring testing with
preliminary reailworld data. On the strength of these findings, the ML component may
be redesigned or #eained until a suitable level of confidence in the accuracy of the
model is obtained-urther work in this area is expectedpast of WP6.

Moreover, both techniques can be applied at runtime as a form of event monitor,
providing warning of situations where confidence in ML decision making has dropped

below an acceptable threshold. In this role, they can be employed as axwrpanent

of an EDDI (see Section 5). In particular, this helps address the problem of

distributional shift and can warn of situations where the system is operating in a context
or environment it was not designed for (or, perhaps more accurately, trained for)

Work has already begun to see how SafeML and our other ML assurance methods can
best be applied to the Locomotec and power station inspection use cases, but so far only
on an aehoc basis. Work is ongoing and the intention is to see how these techniques
can be extended to runtime as part of the EDDI framework.

Explainability is also an important element of dependable ML and equally applicable to
multi-robot systems, such as those in the use cases mentioned above. Explainability is
particularly useful at esigntime, since it can help evaluate and inform the results of
training and testing of ML models. Knowing that accuracy is low during testing is one
thing; knowingwhy it is low is another. With that understanding in place, corrective
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measures can be &k to adjust the model or the wider system to compensate for any
issues before they can become major problems at runtime.

Given its advantages over major approaches like LIME, SMILE seems to be an
excellent candidate for application in SESAME. It couldobgarticular benefit when
tuning person or object detection algorithms.

While explainability might be less directly applicable to autonomous systems at
runtime, where the ability to explain every decision to a human is unlikely to be
necessary, there wibe cases where explainability remains important, especially in the
case of any errors detected. Where e.g. SafeML or an Uncertainty Wrapper detects that
confidence has fallen below the required threshold, explainability techniques like
SMILE will prove valuable in explaining not just the behaviour of the ML component
but also forming part of the behavioural log of the wider system.
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4. THE CHALLENGE OF AUTONOMY AND OPENNESS

4.1 DEFINING THE PROBLEM

The preponderance of safety standards, techniques, anddtoatsny of which are
described in Section@ might lead the naive to believe that it is possible to guarantee
that a system is safe. Alas, this is not the case. Even if every effort is made, every
technique applied, and every standard followed to the |attersystem can ever be
made 100% safe.

Part of this is simply due to human fallibility; even the most experienced expert, the
most capable analyst, cannot envisage every possible prébland even if they do, it

may not be feasible (or more likely, naist effective) to adjust the system design to
prevent them. But the other major reason is that there is only so much that can be done
at design time to ensure safety. No battle plan, as they say, survives contact with the
enemy, and the same is true ofetaf a system in operation will very likely encounter
things at runtime that were either entirely unforeseen at design time or that may have
been anticipated but the system was not designed to deal with.

Most obviously, random hardware failures can ocaurany time in even the best
designed, most welhaintained systems. To some extent, these can be planned for at
design time, e.g. by selecting robust components, ensuring redundancy (suehit-as k
of-n or primary/standby configurations), adding monitasd specifying a rigorous
maintenance schedule. But they cannot be prevented completely.

Furthermore, while a system can be meticulously designed, no designer or engineer has
complete control over the environment in which that system may eventually operate
Environmental conditions are often inherently unpredictable and, all too often,
completely uncontrollable. A drone may exipece a wide variety of rapidighanging
weather conditions, for example, and even the best weather forecast may turn out to be
wrong.

These problems are only amplified when it comes to autonomous,-agatit,
cooperative systems like MRS. Ensuring the safety of a single system in a specific
operating environment is difficult enough; attempting to ensure the safety of a robot
expecing to function as part of a widér as yet unknow® open system, operating in

an unpredictable environment with other robots whose own safe behaviour cannot be
guaranteed, is considerably harder. Needless to say, dasgyefforts can only go so

far when uncertainty, openness, and autonomy are such inherent characteristics of the
systems in question.

It is for reasons such as these that techniques exist to help assure runtime safety. From
fault detection and diagnosis to safety mechanisms and safe siatentime safety
assurance, such approaches help to resolve the uncertainty present at design time and
enable systems to monitor and react to dynamic changes in their runtime dependability
profiles.

Nevertheless, runtime safety assurance cannot bevachin isolation. It is frequently

more difficult than design time measures, requiring much greater overhead and
infrastructure, and any runtime safety measures must themselves be subject to safety
assurance procedures. As such, any runtime measuresméedbuilt upon a solid
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foundation of design time dependability assurance activities, and only those aspects
which are necessary should be moved to runtime.

One of the first requirements of any runtime dependability solution is the acquisition of
evidence. In general, this is a platfedependent problem, reliant as it is on the precise
nature and capabilities of the system in question. Evidence must beedathmn
onboard sensors (or, in some cases, environmental sensors or those on other platforms
in the vicinity) and while certain patterns and commonalities exist, for the most part
implementation is specific to the platform.

Even so, it is possible to crely describe the features of a generic event monitor.
Typically it will need some form of buffer or memory (e.g. a ring buffer), recording past
values in order to determine trends and filter out spurious or transient readings. It will
need access to one more sensors to do so and may need to transform the raw sensor
data in some fashion. If it is designed to monitor for specific events, then the triggering
conditions for those events also need to be defined. This may be a simple threshold
value (e.g. exasding a given maximum value), some form of Boolean or temporal
expression, a mathematical equation (e.g. differentiation to obtain the rate of change), or
something else.

Evidence and events alone are insufficient, however. For the system to respond
appropiately, semantics are needed: what does the event mean for the system? This
leads to the area of fault diagnosis. In the majority of cases, there is fio-ame
relationship between a sensor and a fault; simply knowing that there is no power to a
given component is not enough to explaihy there is no power. Yet without that
additional knowledge, it may be impossible to decide on the correct course of action.
Fault diagnosis uses a variety of methods to help determine causes and consequences of
the evets that have been detected, typically in the form of some kind of causal logic or
model.

With a diagnosis, it is then possible to respdnavhether to simply report the presence
of the problem to a human operator or to automatically shift the system satie @r
degraded operating state.

In open multiagent systems, however, this may not be enough. In such systems, tasks
are achieved cooperatively, with different actors all dependent on each other. This
requires a level of trust between agents: guararttesd they can achieve the goals that
others depend od and do so safely. As such,am MRS or other multiagent system,

it may be necessary to warn other agents that such guarantees no longer exist or need to
be renegotiated, e.qg. to allow other ageatseorganise and attempt to compensate for

the faulty agent.

By bringing together multiple levels of functionality (detection, diagnosis, response, and
assurance) in a single, comprehensive framework, one that takes full advantage of
rigorous design timeependability assurance processes, it may be possible to eliminate
at least some of the uncertainty and achieve a degree of runtime dependability assurance
that has never been possible before.
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4.2

421

STATE OF THE ART: SAFETY OF MULTI -AGENT SYSTEMS AT RUNTIME

This section discusses some of the techniques used to address different problems in
runtime dependability assurance, from runtime fault diagnosis to evidence monitoring to
distributed safety assurance.

Runtime Fault Diagnosis

Designtime safety analysis is lable in helping to identify potential failures and their
possible causes. Causal models such as fault trees make these logical relationships
clearer, and hazard and risk analyses help to assess the consequences, which is
important in revising the desida help eliminate any problems identified.

It is impossible to correct all possible faults at design time, however, and it would be
prohibitively expensive to even try. Rather than trying to remove all possible problems
(those that can be foreseen, attlgasmay be necessary to add mechanisms to mitigate
potential faults, or even to leave them entirely unaddressed if their consequences are not
too severe. Common design patterns like primary/standby, parallel vs serialyeotk

n voter configurationsan be used to enable a system to adapt to a failure and continue
operating; in other cases, the system may fall back to a degraded state of operation or a
nonfunctional safe state instead. In other cases, the system itself might not be capable
of any fam of adaptation but it may warn a human operator of a problem instead.

In all of these cases, however, the system must first detect and diagnose the faults that
occur at runtime.

Fault detectionis the first step. Monitoring systems observe the systammanpeters and

detect when those parameters exceed normal thresholds and become abnormal. This
requires additional system complexity, internal sensors, monitors, and appropriate
processing units in addition to those components necessary for the systeny tmuta

its primary function(s).

However, detecting abnormal parameters is not always enough for a system to know
how to respond; in many cases, falihgnosisis required to relate those abnormalities

0 or symptomsd to a probable cause. A rise in engieenperature may not be of
concern in isolation, but when coupled with a drop in coolant pressure, diagnosis may
hint at a failure of the cooling system, which will likely warrant some remedial action
(such as switching the engine off or at least reduitthgutput). Replacing or repairing

a component is also made much harder if one does not know which component is at
fault. The difficulty in fault diagnosis is that failures seldom have single, mutually
exclusive symptoms, and thus it is typically not ussto determine a single
responsible fault from a given symptom.

Causal models like fault trees (and to a lesser degree FMEAS) can help with this
because they relate combinations of failures to one or more effects. Intermediate nodes
of a fault tree maylso represent symptoms; "drop in coolant pressure”, for example,
could be a node with multiple children, each representing different possible causes. The
difficulty would then be in choosing which of the possible causes is the one responsible
0 and that asumes the model itself was correct and complete in the first place.

It is for these reasons that many different fault diagnosis approaches have been
developed over the years. Typically, these approaches function by predicting how the
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systemshouldoperatein a given state and comparing this prediction to how the system

is actually operating at present. In all cases, howevedepth knowledge is required
about the system, how it operates, and the potential causes and effects of failures it may
experience.

Broadly speaking, there are three general categories of runtime fault diagnosis
techniques:

1 Rulebased diagnosisperates on the basis of a collection of logicaithign"
style rules of causality: "if condition X exists, then Y". These rules may be
dedudive and used to determine causes ("if parameter X exceeds value Y, then
failure Z has occurred”); they may be inductive and used to predict
consequences ("if event X occurs, then Y will happen next"); or they may be
some combination thereof.

1 In Modetbased diagnosis,instead of the knowledge of the system failure
behaviour being captured in a series of logical rules, it is represented instead by
a model (often, but not always, a derivative of a detige model). The model
may represent normal functiogirof the system, e.g. in a kind of simulation, and
then diagnosis occurs when the simulated behaviour of the model deviates from
what is expected; alternatively, the model may represent the failure behaviour of
the system, modelling causes and effectsolt$ only. Combinations of the two
are also possible, though tending to favour a focus on one or the other.

1 Finally, data-driven diagnosisfocuses on longerm observation of historical
trends and deviation from them. Miased approaches to fault diagsosiay
also be considered to fall into this category, at least in some[8&%es

This section will provide a brief overview of these categories and some of the
approaches within them.

4.2.1.1 Rule-based diagnosis

Perhaps the oldedorm of diagnosis approach, rdt@sed diagnosis operates on the
basis of simple cause and effect: if we know condition X exists and we know that fault
F is the only cause of condition X, then we can also say that fault F has occurred.
Obviously, this beames more difficult when multiple potential causes exist or when
multiple conditions or events have occurred.

Rule-based diagnosis has its roots in the medical domain, e.g. the MYCIN expert
system[91]. Expert systems are desegghto emulate the decision making of human
experts (hence the name). They typically contain a knowledge base containing
declarative facts and a series of production rules, usuatlyeif style, to enable
reasoning over the knowledge. In the case of fdmalgnosis, these rules are typically
causal rules that describe the relationships between system components or states, their
failures, and their effects.

Both "forward" and "backward" chaining of rules is possible. In the former case, system
parameters armonitored for certain conditions that trigger the activation of particular
rules. Once activated, a rule's effects are considered to be new facts about the system,
which may in turn trigger new rules at a later point. If a rule's effect is considered to b
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a system failure, then the chain of activated rules captures the sequence of events that
caused it.

In backward chaining, hypotheses are tested instead. A hypothesis is typically a
malfunction or system failure. Testing the hypothesis is achieved byngdsckwards

to see if the hypothesis is the outcome of any of the rules; if one is found, then it is
provisionally set as true and its preconditions or triggers are treated as new hypotheses
to be tested in turn. This continues until either the hypathissproved false (e.g.
because no preceding rule can be found, or because its triggers are unsupported by
recorded system observations) or the hypothesis is verified (because all preceding rules
match the recorded system observations).

It is also possible for both to be used together, e.g. as in the REACTOR expert system
designed for use with nuclear reactf@2].

One limitation with this simple ithen style of rule is the inability to perform any kind

of serious temporal reasoning, as in cases where-tlenmg trends or particular
sequences of events are important. This can be addressed with more complex rules that
feature temporal logic or similar tirteased operators.

Another problem, perhaps more fundamagnis that of uncertainty. The relationship
between the measurement of a particular system parameter and a fault or failure is often
not absolute; there can be many potential causes, some more likely than others, and
there may not necessarily be a causddtionship at all if the reading is anomalous
somehow (or if the knowledge base is incorrect or incomplete). In some such cases,
"certainty factors" are applied as a measure of uncertainty or even probability for
different diagnoses (as with the MY CINstem).

Despite these disadvantages, there are advantages tbaselé systems too. The
separation of knowledge (i.e., facts) and reasoning (rules) makes the approach relatively
generic, helping to explain why such systems have been applied acrossrangel®f
domains. The ability to use both inductive and deductive reasoning is also of benefit,
allowing diagnoses to be confirmed using multiple methods. Their flexibility also
means that rukbased systems can relatively easily be combined with othevaghes,

e.g. the QUINCE system combines a neural network for symptom detection and a rule
based system to diagnose the causes of those sym8jmns

However, rulebased systems tend to struggle when applied to larger, mongleco
systems. Inconsistencies emerge that can be impossible to resolve, at least without some
degree of uncertainty, and it can be much harder to guarantee completeness of the
knowledge base and rule set.

4.2.1.2 Modelbased diagnosis

Modelbased diagnosis apmches still rely on expert knowledge, like Hiased
approaches, but instead represent this knowledge in a separate model of the system.
This provides a deeper understanding of the system in question, capturing more of its
essence than a simple set oft$a@nd rules. For example, the model may be
architectural, thus encapsulating the relationships of the various components to each
other; or it may be behavioural, allowing some degree of simulation or at least better
representation of the various systenatest and actions. Diagnosis is less about
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attempting to match specific rule patterns against a set of data recorded in a database,
but rather about following causal relationships as they propagate through the model of
the system.

As mentioned, models mayimarily represent either the normal functional behaviour

of the system or the abnormal failure behaviour, though combinations of both are also
possible. Abnormal behaviour models are typically fault propagation models while the
normal models are generaymulationbased models. A kind of hybrid model category

is that of causal process graphs, which describe interactions between system processes
over the course of a disturbance (e.g. a failure, though not necessarily) rather than fault
propagation direcyl Various examples of these types are briefly described in the table
below:

Table4 - Summary of modebased fault diagnosis approaches

Name Type Description
Cause Consequen( Fault One of the earliest forms, developed for use with nug
Diagramg94] propagation| reactors. They represent causal relationships usi

network of cause and consequence trees; the fg
describe the causes of hazards in terms of combinatio
failures, while the lattebegin with a hazardous event a
describe how other conditions or mitigating actions
lead to safe or unsafe system states.

Fault Trees Fault Fault trees can be used directly for fault diagnosis, as
propagation as there also existsome form of monitoring/faul
detection system. Different patterns of sensor reading
associated with different trees (or nodes within a tr
and when such patterns are detected, the associated
are assumed to be ‘'true’. One can then work ugnwn
the tree as required to determine consequences and ¢

Diagnostic Decisior] Fault DDTs are binary trees; each node represents a true
Trees[95] [96] propagation question to narrow den a diagnosis. Can be construc
from fault trees or trained on historical system teleme
The latter also enables them to adapt to faults that
unknown or unpredicted at design time.

Digraphs[97][98] Causal An example of causal process graphs, these mode
process effects that changes in process parameters can ha
other process parameters. For example, a depe
parameter may have a positive relationship with
preceding parametdr.e., if the first parameter increase
so does the dependent one) or a negative relation
Diagnosis is achieved by tracing the propagation of v
deviation through the graph.

Logic flowgraph| Causal An extension of digraphs to improve expressiveness.
[99][100] process to represent continuous and binary state variables as
as logic gates and various conditions. Varieties
flowgraphs exist, e.g. dynamic flowgraphs.

Goal Tree Succeg Normal GTSTs are logical trees similar to fault trees contair
Tree[101] behaviour | AND and OR gates that decompose Higiel safety
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Name Type Description

objectives into sugoals and the conditions necessary
achieve those goals. Their fledity means they havé
often been combined with other approaches sucl
inference engines or probabilistic techniques.

General Diagnostic{ Normal An assumptiorbased truth maintenance system; use
Engine[102] behaviour | predictive engine that propagates both values
underlying assumptions. When discrepancies are detg
a set of suspects is generated. Further conflicts redud
set of suspect® only those suspéx that remain ca
explain all detected deviations from expected behavio

QSIM[103] Normal A qualitative simulation tool which simulates the syst
behaviour | as a set of qualitative constraints. QSIM pred
qualitative \alues (e.g. increasing, stable, decreasing)
ranges for each monitored parameter. When devia
between predictions and actual readings are dete
hypotheses are generated and a new QSIM model cr|
to test them. Hypotheses are discarded if it does
not match the observed behaviour.

Rodelica & RODON| Normal Rodelica is a declarative, equatibased, objeebriented
[104][105] behaviour | language derived from Modelica and intended feult
diagnosis. Allows better numerical representation t
QSIM with intervals, ranges, and constraints etc. G
modelled, the Rodelica system model can then
processed by the RODON reasoning engine for diagn
first detecting deviations betweenedicted and observe
behaviour, then generating and eliminating hypothese

4.2.1.3 Data-driven diagnosis

In datadriven approaches, a predictive model of the system behaviour is generated from
empirical data collected from the system operation (whether duestghg or after
deployment). Generally speaking, this predictive model encapsulates the relationships
between the input and output parameters of the system.

Examples of datdriven approaches include statistical process monitoring approaches,
qualitative tend monitoring, and neural networks.

9 Statistical process monitors are either univariate, in which a single fitting
function is employed to relate one dependent variable (e.g. an output) to
multiple independent variables (e.g. inputs), or multivariateyhich statistical
methods and historical data are combined to create more accurate predictive
models for both dependent and independent variables. An example of the latter
is CART, or classification & regression tre¢$06], which uses binary
partitioning to enable analysis of large datasets.

1 Qualitative trend analysis generally consists of two steps: identification of trends
on the basis of system measurements, then interpretation of those trends. Trends
are qualitative, e.gincreasing, stable, decreasing etc. Deviations from the
expected trends are then detected and diagnosed.
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4.2.2

1 Neural networks, as already explained in Section 4, are ML models that are
trained on an established dataset. For the purposes of fault diagnosiartethey
typically trained to differentiate between normal behaviour and abnormalities.

As with other forms of ML, neural networks are an increasingly popular choice for fault
detection (and sometimes fault diagno$#)]. Statistical approaches are found to be
fast and effective for fault detection, but less so for diagnosis, while ML and other
pattern recognition techniques tend to be much better at diagnosis but slower at
detection.

Dynamic Risk Assessment

Runtime faultdiagnosis and the respective approaches mentioned in the previous
section focus on detecting causes for observed sadktied errors or failures within

the multragent system. However, whether a particular error or failure is safetal

and posesraactual risk depends on the current operational situation the system finds
itself in during runtime. For instance, if a planned trajectory of a drone differs from
specification due to a fault in the system, a collision with other dynamic or static objects
may only occur if those objects are present in the current operational situation. Thus,
hazardous events and their associated risk are always conditioned on the operational
situation.

Current safety standards address this issue by designing the systemayrthat safety
goals and their integrity will lead to safe behaviour in all operational situations based on
worstcase assumptions. Put differently, the system always expects thecasmst
situation to happen. This approach indeed leads to safe behand coseffective
safety assurance, as the situation space needs to be analysed only for the identification
of worstcase situations. In reality, however, wecate situations rarely occur and in

the majority of operational situations, the risk isvldrhis results in situations where
diagnosed faults lead to the execution of minimum risk manoeuvres or to a transition to
the safe state, although the actual risk would not demand it. Consequentially, if we
monitor the presence of risky/noisky operatbnal situations, we can increase MAS
performance by a) being able to tolerate certain faults and failures if their associated
risk is low in the current situation and b) actively reducing particular risk parameters
with tactical decisions, where severitgntrollability or the operational situation itself

is changed.

Dynamic risk assessment (DRA) techniques thus treat the MAS or a constituent system
as a black box and provide means to analyse the consequences of MAS behaviour
deviations on the risk in theurrent operational situation. Note that DRA can be both
performed for constituent systems and on the MAS as a whole. The difference lies in
the definition of hazards resulting from deviating behaviour. Such hazards can be
analysed for MAS collaborative baviour or single system behaviour.

For autonomous systems, in particular in the automotive domain, DRA techniques have
been applied to address the tradfiebetween performance and safety risks. The existing
approaches can be classified broadly in thegegories.

1. DRA is incorporated into motion and trajectory prediction frameworks by
specifying behavioural or kinematic constraints that iaput to the trajectory
planner. Such constraints come eitherthe shape of an augmented map, which
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treats risk a®ccupied spaces the planner has to avoid, or they come in as boundary
conditions the trajectory planner needs to respect, e.g. speed less than a particular
threshold. The result of these approaches is usually a planned trajectory that is
claimed to be saf Representatives of this class [d@7] and[108].

2. DRA is performed during the online verification of an already planned yet
potentially unsafe trajectory. Thus, this class of approaches usesitfhé of the
trajectory planner and checks afterwards whether it may lead to unsafe behaviour in
the current perational situation. If the safety criteria of the verifier are violated, a
transition to a safe state or degraded operation mode is triggered. Representatives of
this class argl09] and[110].

3. DRA is not performed in direct relation with a planned trajectory, but instead
monitors influence variables that enable distinction between the presence/absence of
a hazardous event and influence its criticality through risk parameters such as
exposure, extaal controllability and accident severity. Such DRA approaches are
closely related to desigiime hazard and risk assessment models, as the monitors
capture the observable variability in these models. The output of these approaches is
usually a list of sty goals that are relevant in tlecarrent operational situation
along with the dynamic risk rating of these safety goals based on a dynamic
assessment of the risk parameters. Representatives of this clfE1§{de1 2][113]
[114] and[115].

Although different architectures for incorporating DRA into autonomous systems exist,
all of them need to decide which padtar riskinfluencing situation features are to be
observed in the present, project the evolution of these features into the future by using a
set of assumptions, and rate the risk of the projected future situbktgurg56). For

each of these DRA sub tasks, respective design time engineering activities are required.

Figure56 - Dynamic Risk Assessment Conceptual Overvj@hb]

Situation Descriptiordemands a risklriven situation space decomposition. This task is
already performed during hazard analysis and risk assessment (HARA), where those
operational situations are sought for indicatinghtghest risk. In contrast, DRA needs

to identify riskvariable operational situations and thus extend current dasign
HARA activities with a more fingrained situation space analysis. This analysis
requires an understanding of the intended operatiom@main and may consider
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